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1] PRODUCT PRESENTATION

The ATRIUM software is an advanced and powerful access control management tool. It allows an operator to
monitor and manage the system by accessing the ATRIUM controller using a network connection. The ATRIUM
software manages the controller and its expanders. The ATRIUM USB includes the ATRIUM software and the
reference manual. The reference manuals for ATRIUM hardware components are also available on the ATRIUM
USB.

This chapter contains important information concerning the installation and use of this software.

Manage up to:

e 500 Doors

e 10,000 users

¢ 10,000 cards

¢ 1,000 Access Levels

e 250 Schedules each supporting 100 time periods
e 100 Holidays

e 256 Floors (Elevator Integration)
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2] NOTES AND RECOMMENDATIONS

This section describes how to install the ATRIUM software on a computer, start the application, register your
product and add a controller.

COMPUTER REQUIREMENTS

The ATRIUM interface is designed to operate with computers running a suitable Windows operating system as
detailed in the “"Operating System Requirements”.

Processor Type:

- X64 Processor: AMD Opteron, AMD Athlon 64, Intel Xeon with
Intel EM64T support, Intel Pentium IV with EM64T support

- x86 Processor: Pentium III-compatible processor or faster
Processor Speed:
- Minimum: x86 Processor: 1.0 GHz, x64 Processor: 1.4 GHz
- Recommended: 2.0 GHz or faster
e 1GB RAM (2GB recommended for superior performance)
e 6GB of hard disk is recommended; more for larger installations
e Ethernet access either through physical 10/100 Mbps Ethernet port or WiFi

OPERATING SYSTEM REQUIREMENTS

The ATRIUM interface has been tested on the following operating systems:
e Windows 10

Windows 8, Windows 8.1,

Windows 7 Service Pack 1,
Windows Server 2008 R2 SP1, Service Pack 2,
Windows Server 2012 R2

Windows Vista Service Pack 2

OTHER SOFTWARE REQUIREMENTS (AVAILABLE ON THE USB):
e .NET Framework 4.5.2

MS SQL Server Express 2012 (x64 & x86)

Microsoft Access Database Engine 2010

VC++ 2015 Redistributable

VC++ 2017 Redistributable

Windows Installer 4.5

Dot NET 4.6.1
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3] PACKAGE CONTENTS

e One USB key

4] INSTALLING/UPDATING THE ATRIUM SOFTWARE

A To install the ATRIUM software on Windows, you must be logged on with an administrator account.

1. Start the ATRIUM setup either from the supplied USB key or from the hard drive when downloaded
from the web.

a) To install from the USB, insert the ATRIUM software USB key into the computer’s USB port. If
the auto run feature is enabled, go to the step 2. Otherwise, use Windows Explorer to locate and
start ATRIUM-Setup.exe.

b) To install from the hard drive, first download the application from www.cdvi.ca then use Windows
Explorer to locate and start ATRIUM-Setup.exe.

Select the installation language from the list then click on OK.
Click Next.

The License Agreement window will appear. To install the ATRIUM software, select "I agree to these
terms and conditions” check box and click Next.

If you wish to select a different folder destination for the ATRIUM software, click the Browse button,
choose the folder destination and click Install.

The ATRIUM software is installed by default to C:\Program Files\CDVI Group\ATRIUM.

Click Finish to complete the installation. If required, restart your computer to complete the
installation.

An ATRIUM icon is automatically added to your computer desktop.

@& . @ ..
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5] PROGRAMMING

STARTING THE ATRIUM SOFTWARE

This section describes how to start the ATRIUM software.

1. Double-click the ATRIUM icon on your desktop or click Start >Programs >CDVI Group >ATRIUM
>ATRIUM. The first time you start the ATRIUM software, the “"Account Creation” window will be
displayed.

g [ X ]
,f;i Account Creation ——

Account: |CDVI Group

{ save ] | Cancel )

2. Type the name of the new account and click “Save”.

3. The ATRIUM software “User Login” window will be displayed. Type the Login ID and password for the
selected account. The default login ID and password is "admin”. You can also choose to synchronize
the events from the A22 controller or not to. Events do not hold any database configuration.

Fj& User Login )
User Mame: |
Password
Events I‘: Synchronize all events v}
IE ] Offline Programming )
f Login ) Ii Cancel )

recommended you change the Login ID and password for security reasons. Refer to the “Accounts”

Once you have created your account with the default login ID and password. It is strongly
& chapter for account and password management.

4. Click on ™ User Logins”.
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ADDING A CONTROLLER

For each new account, the following screen is displayed to indicate that a controller needs to be associated with
the account. To add a controller, proceed with the following steps.

It is HIGHLY recommended that you reserve an IP address in the DHCP server for each ATRIUM
controller. Refer to "How to Reserve an ATRIUM Controller IP Address in a DHCP Server” manual.

1. Click on Add Controller. The Controller Connection pop up will be displayed.

[N H Dashboard | Hardware Advanced Configuration Accounts

oD =H § 8B WMEH (D= T

Users Cards || Holidays Schedules Areas Access Levels Access Level Groups

Doors Relays Inputs Outputs || Cabs Floors Foor Levels || Confic
(EEdentiale s | ficcass Configutation

[ System Overview |

( F"C|:E'+.-E'E--_) ( Delete ) ( Replace ) (: Upload Firmware ) (L::E'.E ” ) ( Synchronize ” ) ( F:f?::c:) (F".EE:C-'E Factory Defaults )

( Expand Al ) ( Collanse All )

Connection Properties

Control . Cabs ;;__ngl_\

No controller connection added.

[Add Controller]

2. Click the Auto-Detect button to r et
find the ATRIUM controller(s) on e
the network. ( Auto - Datect
Dpthons

Cisplay Name
Cerial Number
UIRL Sddress

Saivware Port: | 1000

Module Connectron Key:

': Tave ) ':; Cancel .1

3. Select the controller from the list
and click Select.
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The Serial Number, IP Address and Software Port information will be inserted automatically.

X
."@‘a Controller connection properties -
-
I\ Auto-Detect )

- Options
Display Mame: | A22 [2-Door Controller]
Serial Mumber: | 1028
LURL Address: | 192.168.1

Software Port | 1000C lq

Module Connection Key: | |

( Save ( Cancel

4. Enter “"Module Connection Key” password. The default password is “admin”. Click OK.

password for “Installer” are “"admin”. The default login ID and password for “Administrator” are
“admin1”. Additional users may be added to the system and assigned user rights accordingly. In

@ The ATRIUM system includes two users, “Installer” and “"Administrator”. The default login ID and
addition, the system offers four software “User rights” levels. See below.

SOFTWARE USER RIGHTS

Can add/de-
Can configure | lete/modify

Can do
firmware
update

the system | users, cards View only

and PIN

1. Installer v v v v
2. Administrator e Ty ey
3. Operator e e
4. Guest e

5. Enter the user login ID and Password. Click Login. The application will synchronize with the controller
and expander modules connected to the controller.

- i i G
S0 User Login e

Login ID:

Password: 7 )
a—
|, Login ] ( Cancel
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ADDING A SUB-CONTROLLER

To add a second A22 set as a controller, first set the main A22 as a master controller (A22M):

From the Hardware tab, click on the System Overview icon.
Select the main controller from the list and click on the Properties button.

Expand the Advanced Options menu by clicking on the + symbol, then click on the Integration tab.
Click on the checkbox next to “"Master Controller”, then click "OK” at the bottom right. Then Save.

,j?i\ Module Properties —E
General Information ( Time Zone Y E-mail Settings W
Display Name: | A22 [2-Door Controller] Network Scttings Y Card Enrollment W
Product Code: AZ2M ~Options
Serial Number: A F-77 (D Uses DHCP )
Firmware Version: 4.255.0150 MAC Address: | 00:1E:CC:02:20:76
IP Address: | 19z
Gateway: 192
Subnet Mask: 255.255.255.0
DNS IP Address: 192,168.1.7
Software Port; |ﬂ_::
Web Port:| 80 [
Module Connection Key: I
Password:
Confirm Password:
.

-
~  Advanced Options

( MonitoringY Primary PowerY Battery |' Integration

Options

Intrusion (Alarm) Integration ]
CNIL (Delete events after 90 days) []
Unlock if Armed []

Dont Show Arming Status []
Master Controller [ |

|( Save ) |( Cancel )

Once your A22 reboots as an A22M (master controller), you now have the option to add Sub-Controllers.
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Click on Add in the Sub-Controllers (IP Clients) menu.

£

Accounts

‘e QB

Bell: Tamper Switch Readers

| Dashboard | Hardware | Advanced Configuration

I

Inputs Cutputs

P

%\ -

Systern Overview Locks  Relays

Hardware
; System Over'l.rieww
( Properties ) ( Dele :j ( Replace ) ( Upload Firmware ) C Lacate u ) ( Synchronize " ) (F".Ei.'::: j ( Restore Fa
( Exoand All_} ( Collanse All ) Site Connection
| ("lj(Propertres)( elete )
4 522 [2-Door Controller] (00-00-10-2B), MASTER Online ] Ejlspla}i Mame: Madule Serial #| URL Address | Status

(R5-485]

Expanders

IAEZ [2-Door Controller] | 00-00-10-28 192.168.1.12

Sub-Controllers (IP Clients)

( Properties ) ( Celete )

Display Name: | Module Serial # | URL Address | Status |

Add

i

Click on Auto-Detect in the Controller

Connection window. Click on the A22
and click Select to confirm. You can
also manually type in the information if
the module is on a different network.

Type “admin” into the Password
and Confirm Password fields. Click
Save and your Sub-Controller will
synchronize.

.’2:\ Controller Connection

~ Network Settings

Iﬂ..l Enable )
Ii Auto - Detect )
 Options
Serial Number: | A2200154
IP Address: | 192.168.1.64
URL Address:

Software Port:| 10000 B
Web Port: an B

Module Connection Key:

rrrrr

Pazsword:

rels [Feme=

Confirm Passwol

lf Save | I.f Cancel )
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UNDERSTANDING THE ATRIUM SOFTWARE

The following chapter presents the structure of the main window of the ATRIUM software including the different
windows, menus, and buttons.

USER INTERFACE OVERVIEW
The main window of the ATRIUM software is shown below.

&8 Arnye - Wew Aooount

Menu—p || s | Dashbosrd Hardware Adhvanced Configuration Arcoums l

e o@h Ei ¥ B OMESHIRES 8 O &

ert Lt H wt Lond (Rt Soors- Relen Inputy Ouipets || Cabt  Foor Flocs Lisesl

Cresenyig AOCEEE L ohguration Lonkg Ly Lok L !‘l'-!-i-'-l'E i.'ll'g..'E:'.

Opened TR ] —rr
Window Vo | Close the Window —p

f N . | s o —

B e T L T LT T L BT T D R B T I TR
| i Lizer Pl Access Level Abway 20771227 00:08 1 Linkniow: '-§L='\-|-n:-f-r _S_.-r-:"ry-:n:c

ADMIMISTRATOR | LISER Access Level Adways 2000-01-07 0d:00 o LI"-l-n'.-J\.'.i'.:'\-l-'-'\-:w-r .:E:.r\c"rcn:ﬁ'

INSTALLER USER Acce Level Pragramming | 207:12-22 0000 O = Unkengwn|Unknien | Symcheonized

nnnnn Nk ek lern B gasis o cal Tlis sm ctbiastas | MMM AT AN O o= o T TPy

[+ tegena ]

Events (5 )

Window

I: } [::: Areesy E_:I |:'_7_' ety _I.[.E_} {i:: Al H.i:l [ Treubles |E} (Bl Logkdown !_I'J"I (B Crers |[E|:}
e e — Coree—

bt | 12D Cantraslier]
17 | Added I!S'.r Cernictian

User logpr » STRAIM schware |User Logen

AZZ [2-Dabr Comirals

20071124 052719 | ATRIUM PC Server Logged in | Uiser Login

J00 71124 026 | Uhser |pger « ATRRIN scdtware | Lo Login Lhaer UBER INSTALLER
pest '

Alert i e
y _’ = Hauichesin Aleris = Aalbware Alesis
Windows -

Mige JL Covin ]
T .
IGHT-12-22 1 106AS.608 | Module nat Tawsd, Madale: 1028
R R e LT

rad | Batiery Absent - Moduls 00-00-10-28
1 | Tamper Switch Trouble - Module 00-00-10-28
1 | Tarmper Senich Trenible « Medals 00-00-10-22

dd | Bastery Absent ~ Moduls Cﬂ-?ﬂ-1ﬂ-:f-

nit lound. Madule: 100580

: . . Online |_: Lastpesint

Mew &ccoons | USER INSTALLTR. (nstater

Connection Status
MENU AND RIBBON BUTTONS
The menu gives access to the Dashboard, Hardware, Advanced Configuration, and Languages menus/tabs.
ATRIUM Icon
e About
e Help
o Exit

Dashboard
e Credentials
- Users, refer to page 16.

- Cards, refer to page 24.
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e Access Configuration
- Holidays, refer to page 31.
- Schedules, refer to page 34.
- Areas, refer to page 39.
- Access Levels, refer to page 42.

- Access Level Groups, refer to page 4242.

¢ Control
- Doors, refer to page 46.
- Relays, refer to page 55. This icon is also available from the Hardware tab.
- Inputs, refer to page 57. This icon is also available from the Hardware tab.

- Outputs, refer to page 62. This icon is also available from the Hardware tab.

e Cabs
- Cabs, refer to page 55109.
- Floors, refer to page 46 108. This icon is also available from the Hardware tab.

- Floor Levels, refer to page 57111. This icon is also available from the Hardware tab.

e Lockdown

- Configuration, refer to page 64113.

¢ Monitoring
- Events, refer to page 64.

- Reports, refer to page 67.

e Languages:

The ATRIUM software is a multi-language application. Select the desired language from the list.

Hardware
e Hardware

- System Overview, refer to page 69.
- Inputs, refer to page 57. This icon is also available from the Dashboard tab.
- Outputs, refer to page 62. This icon is also available from the Dashboard tab.
- Locks, refer to page 80.
- Relays, refer to page 55. This icon is also available from the Dashboard tab.
- Bells, refer to page 82.
- Tamper Switch, refer to page 85.

- Readers, refer to page 86.
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Advanced Configuration
® Programming
- Macros, refer to page 88.
- Emails, refer to page 73
- Cameras, refer to page 100.
Accounts
e Management
- Accounts, refer to page 139.
- Import/Export (Offline)

OPENED WINDOW AND EVENT WINDOW

The Users and Events windows are displayed by default when starting the ATRIUM software. The opened
window (Users by default) will be closed and replaced when clicking on any other ribbon button.

To move an opened window, click on the desired window tab and drag it to the desired location on the computer
screen or use the docking arrows to dock it either to the left, right, top, or bottom.

S ety SR Pop-Up
oy . Lmpuap Window

jeep S& 3 8 MBS0 8

arrows

Once a window has been moved as a pop-up, the docking mode is enabled meaning that each window that will
be opened will be docked as shown in the following picture.

T Tevpren [CR T R e - - Close the
v Selected
r B - fl >

s@ s FHE B ES5LT D6 2 /Docked Window

eSS

N e e L o\
Docked Hh_l‘%'ﬂh M_ME:EMTMMM niees] 'I-u-ql:-t 1
Window T C Tt 7 o = [

R T SRS WO LU YIRY 1t v Select a

T b DT 7 T r— Docked Window
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ALERT WINDOWS

The Hardware Alert and Software Alert windows show event status respectively related to hardware and
software events. The following table lists examples of hardware and software events.

Examples of Events

Battery Absent - Module 00-00-00-01

Battery Low - Module 00-00-00-01

Bell Shorted - Module 00-00-00-01

Hardware Door Lock 0 Bypassed by Emergency Input - Module 00-00-00-02
Input 0 Masked - Module Module 00-00-00-02

Tamper Switch Trouble - Module Module 00-00-00-01

etc.

Attempt to write a duplicate card or keyboard code failed. Module SN: 0, object ID: 1
The module 0 already has an active connection.

Module 0 information was successfully changed.

Software Cannot connect to the module 0, User right error.

Communication timeout. Module: 0, synchronizer: 1

Login error: the login ID and/or password are wrong.

etc.

CONNECTION STATUS
Indicates the communication status with the ATRIUM module(s).
¢ Online: Connection established with the controller.
o Offline: Connection not established or lost with the controller.
e Synchronizing: Synchronizing the computer and controller data.

¢ Limited Connectivity: Connection established with the controller module but at least one of the
expansion modules is offline.



INSTALLATION MANUAL

ATRIUM
Software V4.31

TYPING NAMES AND NOTES

1.When changing the name of a system component in the ATRIUM software windows (i.e. name of a
door, user, relay, etc.), ATRIUM will immediately refresh the screen.

2.Please note that ATRIUM supports up to 16 (first and last names) or 32 (other labels) characters for
text fields and up to 1000 characters for Notes fields.

REQUIRED FIELDS

Fields surrounded by a red frame are either required fields or fields in error.

For example, the Display Name, Format, and Hex fields from the Card Properties window are mandatory
(required) fields.

A field in error prevents from saving changes and closing the window.

: . |
g@' . Card Properties om—
r General Information i Gptions\f Nutesj

Display Name:| | ~Options
& Active e UsedforAccess J
User: ( ') (L_J Lost ]
Activation Date:| 2014-08-20 00:00 “i ([I Stalen ]
: [

Expiry Date:| Mone H|

piry Lates| | (L—I Programming Card )
~Mumber
Format: (2543“5 ')
Hex: |

| Save Cancel )
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USERS

Programming a user allows to define the details pertaining to the user. Any individual that needs to access an
area (room) must be defined in the system as a user. Once defined, a card can be assigned to a user.

From the Dashboard tab, click on the Users icon. From this window, a user may be added, edited, or deleted.

G
e |'."'!'I'|'“J-’ Debere  { St (e | ncation pa Linkrewn l) Pait {cation Repean J 1 i i y! ]
| #natned [ iac ttame Jrme e [ aicecs tmmc [ acwating paw [ enpary came [ s [smeems Login [incmer [ oace & ire [ symecriramion suabe [ i oo oo | icginiedcomm Joomee |
E:_?:' NETRATE | USH [ Acoses Lovel Alwar | 2000070100 00 | | | Al | 2008-0840 | Symckrceized | | | [ |
METALLLE [T 2 0 o0 ia] Unbriowas | Linknows Senchrorized Ba a5
FRDGEAMMING | LSER, Aaies Lived Prosgeen | 2001-07 01 D00 o Unkias | Unkean | Srmbreniged

The following users are defined by default:

e INSTALLER USER: This user is active by default, can program cards and has a system and
web access login. This user is usually the System Installer that configures all hardware related
configurations. The installer usually defines along with the owner the perimeters of an area that
needs to be protected by an access door and also define with the owner or system manager, the
different access levels and access schedules.

o ADMINISTRATOR USER: This user is active by default, can add / delete cards and users, has
the ACCESS LEVEL ALWAYS and has a system and web access login. This user is usually the
system administrator or manager, the responsible to add and delete user in the system. The
ADMINISTRATOR USER also defines the access levels, the access level groups, the schedules, the
holidays and the different access rights of all the other users.

 PROGRAMMING USER: This user is active by default and is used to add new cards to the system.
Whenever the CARD ENROLLMENT mode is used, all the new cards programmed will inherit the
programming of the user associated to the PROGRAMMING CARD. It is also possible to define
multiple PROGRAMMING USER with different configuration and access rights. With this, it is then
possible to program different PROGRAMMING USER allowing easy USER programming with a specific
template.
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ADDING A USER

From the Dashboard tab, click on the Users icon and click on the Add button.

General Information

L2, User Properties
- General Information _r Cmd—ﬂm.h'-{' M'SSLMH-T- Ew:n'ls\
s [ e _en)
& Enabied ) | (Assign P unasogn JA Add ) )
h )
[ Enatedt | 2 | Display Name | Number | Uses | Activation Date | Expiry Date | Lost | sioten | Brogramming Card - cara &
Actinvabion Date 2:‘=v' .c,_"':\-ﬂl _l
Expiration Date:| N ]
100
Advanced "; Save | |ii ancel |

Basic and Advanced View
¢ First Name: Indicates the first name of the user. A maximum of 16 characters is allowed.
¢ Last Name: Indicates the last name of the user. A maximum of 16 characters is allowed.
e Enabled: When selected, indicates that the user is active.

¢ Activation Date: Indicates the date the user becomes valid. Enter the year, month, day and time
of the day the user becomes valid or click on the calendar icon and select the date and time. The
user will become active at selected activation date and time.

o Expiration Date: Indicates the date the user becomes invalid. This is useful for personnel on
contract which would require an access for a specific period of time. Enter the year, month, day and
time of the day the user expires or click on the calendar icon and select the date and time. The
user will expires at the selected date and time. For permanent users, do not select an expiration
date (leave the field empty).
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Advanced View Only

A |
g:*_‘ User Properties Ai—

r General Information - i Credentials\| Access I.evelsT. Floor Levels‘]' Work)/ HomeY Events .T Notesw
First Mame: |USER

Last Name: [[NSTALLER Cords |__PINY _System Login |
@ Enabled ) (ssign ) (asd )

[Enabled [ 1D [ Display Name | Number [ User [ Activation Date | Expiry Date | Lost  Stolen | Programming Card - Cord £
|

(\D Allow Extended Time }

G:J Master Attnbute - Card Enrollment Mode )

(D Overrides Anti-Passback )

a Overrides Interlock )

(D Can Arm )

[{m} Can Disarm )
Activation Date: | 2018-03-25 00:00 ﬂ|
Expiraticn Date:! Naone m|

Language: é English i .
1000
r Counter
|f|:| Enabled )
\."alue:l 25 =

Expiration Date:| 2018-05-17 1154

m { Save ) [ Cancel J

Allow Extended Time: When a user is granted access to a door, the door will remain unlocked for
the period defined by the door’s Unlock Time. When Allow Extended Access is enabled, the door will
remain unlocked for the duration of the door’s Extended Time in addition to its Unlock Time. This
option is particularly useful for individuals that may require more time to access the door.

o Master Attribute Card Enrollment Mode: Enables this user’s card to activate “Card Enrollment”
mode when a second card, which has the "PROGRAMMING Card” option activated, is presented to
the same reader within 5 seconds.

e Overrides Anti-Passback: When selected, indicates that the user will override anti-passback.
¢ Overrides Interlock: When selected, indicates that the user will override interlock.

e Can Arm: When selected, indicates that the user can arm the integrated alarm system.
See “Integration tab” on page 41 for more detail.

e Can Disarm: When selected, indicates that the user can disarm the integrated alarm system.
See “Integration tab” on page 41 for more detail.

e Language: ATRIUM supports several languages. Select the language this user will use when
accessing the ATRIUM software or web server. The user must have a system login ID and password.

e Counter: When selected, this enables the counter for any Card, Login or PIN associated with the
user, limiting how many times the user can pass through designated doors.

e Counter Value: set the number of times the user can pass through selected doors.

- To activate the decrement counter, select Decrement Counter on Card or PIN on the
side of of the door with the reader (see Doors p. 46).

e Expiration Date: Indicates the date the user counter becomes invalid.
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Credentials Tab

The Credentials tab allows to assign/unassign card(s), a PIN code (optional) and an ATRIUM system login to a
user (optional).

Basic View

( Credentiale Access LeveIsY Eventsw

( CardsY PINW
(Assign ] ( Unassign ) (Acﬁd ) ( Fi:'-:=::'5|'iies>

'[.Eﬁabked-] ID [ Display Name ]'Numher [ User ] Activation Date I Expiry Date ]-Losi I Stolen I Programming Card - Card Ei
|

Cards

e Assign: To assign a card to this user, click on the Assign button and select a card from the list. The
cards are listed with the following information: Active, ID, Display Name, Number, User, Activation
Date, Expiry Date, Lost, Stolen, and Programming Card. Valid and invalid cards are listed and can
be selected but a card will not be operational until its status is changed to Active.

¢ Unassign: To unassign a card, select a card from the list of cards and click on the Unassign button.

e Add: To add a new card, click on the Add & Assign button. Refer to "Adding a Card” on page 25
for more information.

e Properties: To edit a card, select a card from the list of cards and click on edit. Refer to "Adding a
Card” for more information.

PIN

e Assign a Code: When selected, allows to assign a code to access a door that is configured to use
keypad codes.

e Code: The code must contain five digits and must be unique. Each digit can be any numerical value
from zero to nine.

e Confirm Code: Re-enter the code for confirmation.

¢ Lockdown: Allows to assign the code to start a lockdown, stop a lockdown, grant access or area

secured
. |
P ! .
J Credentinls | Access Levels [f Events |
i Cards | PiMN
( C Assign a Cooe -:}
Ciebe:
Confirm Cose:
Lockedomam ,r '3
e - = -
( Save J (| Cancel )
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VANCED VIEW

( Credentiale Access Le\rele Floor LeveIsY WorkY HomeY E\rentsY Notesw
( CardsY PINY System Logirﬂ
(El Assign a Login )

User Mame:

Password:
Confirm Password;

Password Hint:

Rights: (Administrator v}

Access Level Group: ( )
(i___l Allow software access )

@__I Allow web access )

(D Allow SDK access )

(D Start Lockdown )

(D Stop Lockdown )

(D Grant Access (Maintain Lockdown) )

(D Area Secured (Maintain Lockdown) )

System Login

Allows the user to login to the ATRIUM software and/or web server.

Assign a Login: Select this check box to enable the access to the PC and/or ATRIUM’s Web server
for this user.

User Name: Enter a login name that will be used to access the PC and/or ATRIUM’s Web server. Up
to 32 characters are allowed.

Password: Enter the password that will be used to access the PC and/or WATRIUM’s Web server..
Up to 32 characters are allowed.

Confirm Password: Re-enter the password for confirmation.

Password Hint: Enter a password hint that will help you remember your password in case you
forget the password.

Rights: Select one of the four software user rights levels. See page 8 for more information on
the software user rights.

Access Level Group: The access level group becomes active once the user right “"Operator” is
selected. Choose one of the access level group available. See page 44 for details about the
access level group.

Allow Software Access: When selected, gives access to the PC version of the ATRIUM software.
Allow Web Access: When selected, gives access to the Web server.

Allow SDK Access: When selected, gives access to the SDK.

Start Lockdown: When selected, gives the user the ability to initiate a lockdown.

Stop Lockdown: When selected, gives the user the ability to stop a lockdown.

Grant Access (maintain lockdown): When selected, grants the user access while maintaining
lockdown.

Area Secured (maintain lockdown): When selected, allows the user to secure an area while
maintaining lockdown.
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Access Levels Tab

The access levels tab specifies the area(s) in the building the user will have access to and during which time
periods.

Credentials | Access Le\rele Eventsw

~Access Levels

I Enabled l Display Mame I D I Synchronization State ‘

Assign: Click on the Assign button and select the access level(s) to be assigned to the user. For
information, refer to “Access Levels” on page 42. If two or more access levels are assigned

to a user, access is granted as long as one of the defined access levels is valid when the card is
presented.

e Unassign: Select an access level from the list and click on the Unassign button to revoke this
access level for the user.

e Add: Allows to define a new access level. Click on the Add & Assign button to add a new access
level. Refer to “"Adding an Access Level” for more information.

¢ Properties: Allows to edit an access level. Refer to "Adding an Access Level” on page 42 for
more information.

Events Tab

The Events tab lists, in real-time, the selected user’s related events. Refer to "Events” on page 64 for more
information

( Credentiale Access Levele Eventsw

(u:\ Z—r') (EventReport) GTJ Access ||—E]> (;__J Security ‘@ (B3 Alarms I—I> (3 Troubles

{ Date & Time l Description l Object l Instigatc:r'l Camera ]

Advanced View

Floor Levels Tab

The Floor Levels Tab tab specifies the floor(s) in the building the user will have access to and during which
time periods.

( Credentiale Access Levele Floor LeveIsY WorkY HomeY E\rentsY Notesw

Floor Levels

(ASngn ) ( '-‘I‘=-355'§ii1) ( Add ) ( Properties )

| Enabled | Display Name [ 1D |
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Assign: Click on the Assign button and select the floor level(s) to be assigned to the user. For more
information, refer to “Floor Levels” on page 42111. If two or more floor levels are assigned to a
user, access is granted as long as one of the defined floor levels is valid when the card is presented.

¢ Unassign: Select a floor level from the list and click on the Unassign button to revoke this floor
level for the user.

e Add: Allows to define a new floor level. Click on the Add & Assign button to add a new floor level.
Refer to “"Adding a Floor Level” for more information.

* Properties: Allows to edit a floor level. Refer to "Adding a Floor Level” on page 42111 for more
information.

Work Tab

The Work tab allows to enter the user’s professional contact information.

( Credentials\r Access LeveIsY Floor LeveIsY WorkY HomeY E\rentsY Notesw

~Work Information

Company; |
Title:
Supervisor: ( i ;
Street:
City:

State/Province:
ZIP/Postal Code:
Country;

Phone Number:
Mobile Number:
E-mail Address:

Home Tab

The Home tab allows to enter the user’s personal contact information.

( Credentials\l/ Access LeveIsY Floor LeveIsY WorkY HomeY E\rents\l/ Notesw

~ Personal Information

Street: |
City:
State/Province:
ZIP/Postal Code:
Country:
Phone Number:

Maobile Number:
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Notes Tab

Use the Notes text field to record any additional notes that may be required. We recommend that you keep a
log of what settings were changed and when they were changed.

Save Button

Use the save button to save changes.

Cancel Button

Use the cancel button to ignore changes.

MODIFYING A USER

Select a user from the list and click on the Properties button. See “"Adding a User” for more information.

DELETING A USER

Select the user from the list and click the Delete button. A dialogue box will appear requesting confirmation.

@ Administrator and Installer users cannot be deleted.
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CARDS

Allows to define the details pertaining to the card. The card may be associated to a user directly from the Card
Properties window while defining the card or later from either the Card Properties or User Properties windows.

From the Dashboard tab, click on the Cards icon. From this page, cards may be added, edited, deleted or do
batch loading.

|' Cards |
..__.‘-m-r ‘ : I .l‘__l I__:- ¢ -__ j Rarch I-::.1|.1||'-‘|.} -i Print [ l :_.
| Enstaen | Depisy mama | Numer | Uisar Actrvation Dave | Bxpiry Dste | Lost | Soten | Programming Card - Card Envoliment Mode | Synchronization S1ate | Lockdown
ol MASTER 1025550 § USER ADMINISTRATOR | J018-07 “-"""'.‘“:-.-: a Cl ] Synchroned
PROGEAMMING | 1:2955) A0TE-O7-20 0 ] Synchronined
[+ Legend
Card Enroliment

| Cand encollenent reader J. | |

By default the following cards are defined:

e MASTER Card: This card is active, no expiration date, 26-bit format, and is assigned to
USER Administrator.

* PROGRAMMING Card: This card is active, no expiration date, 26-bit format, has the Programming
Card option enabled, and is assigned to USER PROGRAMMING.

& A card set as a Programming Card cannot be used as an access card.
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ADDING A CARD
The card may be added either using the Add button or the “Card Enrollment mode”.

Cards may also be added sequentially using either an access card followed by a programming card or
the on-board MODE button; refer to the 2-Door Controller instruction manual for more information.
The access card must be assigned to a user having the option “Can Program Cards” selected; refer
to “User General Information” on page 17. The programming card must have Programming Card
enabled; see “"Options Tab” on page 26.

From the Dashboard tab, click on Cards, and click on the Add button.

;?3 Card Properties -
 General Information { OptionsY Notesw
Display Mame; ” ] ~Options
([l Enabled ) (D Grants Access )
User: ( Y | ) ([j Lost )
Activation Date:| 2018-07-24 00:00 EE| Cl:l Stolen )
Expiration Date:| Bil| ([:] Programming Card - Card Enrollment Mode )
~Number . ~Lockdown Option
Format: ( 26-bit ~) Lockdown ( v)
Number: l “ |
Hex: [ |

General Information

¢ Display Name: Identifies the card throughout the ATRIUM software. We recommend using a nhame
that is representative of the card.

e Enabled: When selected, indicates that the card is active.

e User: Allows to assign this card to a user. You can leave this field empty allowing you to assign this
card to a user in the “Users” menu.

e Activation Date: Allows to enter the date the card becomes valid. Enter the year, month, day and
time of the day the card becomes valid or click on the calendar icon and select the date. The card
will become active at selected activation date and time.

o Expiration Date: Allows to enter the date the card expires. This is useful for personnel on contract
which would require an access for a specific period of time. Enter either the year, month, day and
time of the day the card expires or click on the calendar icon and select the date and time. The card
will expires at selected date and time. For permanent cards, do not select an expiration date.

Number
e Format: Choices are 26-bit, 30-bit, 44-bit, and Track 2.

e Number and Hex: The card number can be found printed directly on the card or written on a
cross-reference sheet. Depending on the Format selected, the card humber may contain a family
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number followed by the card number. The family number is always the first part of the number and
is usually followed by a colon (e.g. 123:45678). The card number is always the second part of the
number and is usually preceded by a colon (e.g. 123:45678). If you cannot locate the card number,
you can either use the Card Enrollment option (see “Card Enrollment” on page 29) or present

the card to any reader in the system and its family and card number will appear in the Instigator
column of the real-time Events window (refer to “"Events” on page 64). When you have located

the correct family and card numbers, type the family number in the first field and the card number
in the second field. Alternatively, enter the card number in hexadecimal in the Hex field. Entering
the Card Number in decimal format will affect the Card Number (HEX) field and vice versa.

Options Tab
¢ Grant Access: When selected, the card is used for access control.
e Lost: When selected, the card status becomes lost.

e Stolen: When selected, the card status become stolen.

without having to deactivate or remove the card from the database. As soon as you click Save, the

@ When the Lost and/or Stolen check box is selected, the card’s privileges are indefinitely revoked
card can no longer be used until its option status is changed.

e Programming Card (Card Enroliment Mode): When selected, allows to use this card to add
cards sequentially through a door reader; refer to the 2-Door Controller instruction manual for
the card enroliment procedure using the MASTER and PROGRAMMING cards. Each card added
will be assigned to a new user that will have the same access levels as the user assigned to the
Programming Card.

A card set as a Programming Card cannot be used as an access card.

Cards may also be added sequentially using the on-board MODE button; refer to the 2-Door Controller
instruction manual for more information.

@ Cards may be added using the “Card Enrollment mode”, see page 29.

Lockdown Option

e Lockdown: Allows the assigned card the ability to start lockdown, stop lockdown, grant access
(maintain lockdown) or keep area secured (maintain lockdown).

Notes Tab

Use the Notes text field to record any additional notes that may be required. We recommend that you keep a
log of what settings were changed and when they were changed.

Save Button

Use the save button to save changes.

Cancel Button

Use the cancel button to ignore changes.
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MODIFYING A CARD

Select a card from the list and click on the Properties button. See “"Adding a Card” on page 25 for more
information.

DELETING A CARD

To delete an existing card, select the card from the list and click on the Delete button. A dialogue box will
appear requesting confirmation.

ADDING A CARD FROM AN EVENT

A card may also be added from an Access Denied event. When an unregistered card is used the door will not
open and the system will record the event.

BN.‘HH |

l. (R [‘m ity Print i I: Acgedy I___;l Cacurily h Alaremd H i Troudiles H_J Lesckeionm H_J LC]  Oehers H_J

Drate B T Dﬂnﬁﬁhﬂ | Cijeer Ineigsne Camena | Actian

2018-08-21 D-2800 | Aren acessed Ara; 4220 'Il’--'a'?:ﬂuuw! 01, door; ﬁirm-1§-?i': Dcoa 1 | Liser LISER SAEMMINISTRATOS

201R-08-21 052800 | Door Unlodked Doar: A2-20-1F-T7: Deor 01 LUser: LISER ADMINSTRATOR

2HH-08-21 (4FRO0 | Actess Granted Area A2-20-15-17: Aves Dood O, doon &2-20-1F-77; Doce 01 | User USER ADMINISTRATOR, card: MASTER
i m Do A2-20-1F-TT- Doar 1 .anr.Aj.tﬂJFn'?'wnj .
|| 20HE-08-21 0223317 | Access Denied Area: AZ-20-TF-TT: Ases Doot 01, door A2-20-1F-77: Dood 00 | Caea 124171 {Hex; 15E68) [Unkncram card) l' Add J
| Z2010-00-2) DEIFI0| Ay arccksed Adga AR PO AT-TT: Arte Door 01, dodr A2 -20-17-77: Ceor 0 | Lhier USER ADMIKISTRATOR,

2018-08-21 052330 | Door Unlodkid

Do A2-20-1F-T7: Dear 01

Lisgr: LISER ADMINESTRATOR

207T8-08-21 082330 | Access G

Mtﬂ:AZE‘.‘L'IF??AlHDpaI;I'I doon AZ-30-1F T Doge O

Lser. USER ADMINSTRATOR, card: MASTER

2048-08-21 032305 | Door Locked

Do A2-20-1F-T7: Do 01

Dtz A2-20-1F-T7: Do 0

PO IB-06-2 | DU 500 | Anes arcessen

Acraat A2-A0-1F-TT: Areas Dood 0, oo AZ-20-1F-77: Do

Lser: USER ADMINISTRETOR

2018-08-21 (92300 | Doir Uinkocked Door A2-20-1F-TT: Deoor 01 Liger; LISER ABMINISTRATOR

2018-08-21 (2300 | Arces Granted A AR-PS-1F-TT: Asea Dood 0, doon AZ-20-1F-T7: Door 0 | Ussr: ISER ADMINISTRATOR, card: MASTER
_Si8-08-31 092257 | Door Locked Dhoor A2 2016 T _ Doar AR-20-1F.77; Door 0%

200321 052252 | Area acorsged Al AF-20-AETT: Ares Door 01, door A2-20-1577: Dooe 01 | User USER ADMINISERATOR

2018-08-21 09:2252 | Door Unlockad

Doxor: A2-20-1F-T7; Dear 31

Liser: LISER ADMIKISTRATOR

T Tl E sy

PR

AR e B A AF T, Floon R )i

e VAPFTE AL RIS A T i BRREFRR

Locate the desired event with the unknown card and click the Add button.

= A i
£ Card Properiies
r - “ X
General Information J" op‘hm;-"[r Motes |
Display Marme: [F1:24171) [15ERE] Options
I:-_ : Enabled - _,] I::_ Grants Access _)
T Ty H
d ': = I J'i Add IE_:I Lot J
Activation Date:| 20 & - 11 0000 B {_ﬂ Stoilen -}
Exrirabion Dt = — -
ENpR LG Date:| (a Programming Card - Card Enrofiment Mode -)
= HMumber
Lackdown Option — 1
Farrmat {75, -
ormat: {_26-bit ) Lockdown | -]
Leckdown {_
MNumber: 1 2417 - .
Hex: SEBE

Sawe i_ [ Cancel b

The card number will fill out automatically.

Use the drop down menu to select a user to assign the card to and click Add.



INSTALLATION MANUAL

ATRIUM
Software V4.31

The User Properties window will pop up. Complete the new card creation by filling out the fields in red and
Assign/Add its access levels. Click Save to record changes.

l,j"_’_r User Properties

—_——
|
|- General Information (" Credentlals Access LGl:'] Events |
Mame: || ~ Brcess Levels
Last Manse T 1 By }F
I/.._I S _\I L‘ FASE]N k [} _..—'I |\- Add |\‘_ )
= ' 7 || [Enatted | Dispiay Hame | 0 | syncavonization siate | |
Actrvstion Date:| 2018-09-11 0000 -
Ewparation Date; N

L A

I"_ Cave | I" Careal )

Finally click Save in the Card Properties window to finalize the assignment of the new card.
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CARD BATCH LOADING
This convenient option is used to quickly add up to 500 sequentially numbered cards to the system.
The cards can be:

e Assigned to Users at a later time (Create Unassigned Cards)

¢ Assigned to a new User for each card (Create 1 User per Card)

e Assigned to a single existing User (Assign Cards to Existing User)

An unassigned card will not be granted access to any door. Door access rights are given to Users, not

@ An “unassigned card” is a card that has NOT been “issued” or “assigned” to a User (card holder).
cards.

= " |
£ Bateh Loading Properties =
- General Information
Actwation Date| 2038-07-37 1148
Expiration Date!
Cheantiby: i 5
Family,Facility,/5ite numben
First numiser: 1 =
Format ':_F_E bit "J
-~ Options
|:_. Create unassigned cards )
P - ;
! Create 1 Liser per card _:jl
€ Assign cards 1o eiisting User :jl
Additlonal Information
Access Levels | |
i ey
User: [ [ ')
|
IJ- Coeal = :f Car i ™
K eale J L4 LANCE J

General Information
¢ Activation Date: Enter the activation date for the cards you will create.
o Expiration Date: If needed, enter an expiration date for the cards you will create.
¢ Quantity: Enter the number of cards to create (maximum 500).

¢ Family/Facility/Site Number: Enter the facility number (family code) for all the cards to create
(ex: Wiegand 26-bit will be from 001 to 256).

¢ First Number: Enter the starting number of your card sequence.
(ex: Wiegand 26-bit will be from 00001 to 65536)

e Format: Select the card format (26-bit, 30-bit, 44-bit or Track 2).
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Options

e Create Unassigned Cards: When selected, this option will create unassigned cards only. The cards
will appear in the “"Cards” menu but are not assigned to a user. When a new user (card holder) is
added to the ATRIUM database, simply click the “Assign” button in the “Credentials” tab to select an
unassigned card from a list to assign it to the User.

e Create 1 user per Card: When selected, this option will create one user per card. You can also
assign an access level for all users that will be created. See the “Extra Information” section (shown
below) to automatically attribute an access level to the created users. Each new user will be named
according to the facility number and card number.

¢ Assign Cards to Existing User: When selected, the created cards will be assigned to the same
user. See “Extra Information” to select the user.

A detailed report will be displayed at the end of the batch load process only if one or more cards to be
added already exist in the system.

Additional Information

¢ Access Levels: Select the access level to which all created users will be assigned. This option is
only available when “Create 1 user per card” option is selected.

e User: Select the user to which all created cards will be assigned. This option is only available when
“Assign Cards to Existing User” option is selected.

CARD ENROLLMENT

This option allows to add one or multiples cards sequentially through the selected door reader.

To use the card enrollment feature:

1.Select the “Listen for New Cards on Reader” check box to enable this feature.
2.Select a card reader from the list.

3.Present, one by one, the new cards to be added to the system.

4.For each card presented, a card properties window pops up.

5.For each card, set its name and configure the other parameters as required. See “Adding a Card” on
page 25 for more information. Each added card has the following settings by default:

e Enabled

* Not assigned

e No expiry date

e Card number and format automatically set

6.Click on Save to complete the addition of the card.

The card enrollment mode ends when no new card is presented for 5 minutes or when the “Listen for
New Cards on Reader” check box is cleared.
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HOLIDAYS

Holidays define which days in a year are considered as exception. Holidays can be included or excluded from a
schedule (refer to “Holidays Tab” on page 37). The holiday is defined by selecting both the start date and time,
then the duration. The holiday can be configured to repeat every year. The holiday can be configured to be the
same day of the week based on the week the holiday occurs (for example, the first Monday of September).

From the Dashboard tab, click on the Holidays icon. From this page, holidays may be added, edited and
deleted.

Holidays |

(Add) ( Pro |1ert|e=) ( _—Iee) (Prmt N ) ( )

Enabled | Display Mame | ID | Date Start Time | Duration | Synchronization State
k4 Mew Year 1 | Occurs on 2011-01-01, repeats every year. | 00:00 01:00:00 | Synchronized
k4 Christmas 2 | Occurs on 2010-12-25, repeats every year. | 00:00 01:00:00 | Synchronized
By default the following holidays are defined:
e New Year
£\ Haoliday Properties -
(= Enabled =) H’ Nates |
-General Information Notes
Display Name: | New Yeas
~Heliday Properties
L:- Day: j 1 5 of (Januany=
[_I Relatve Day: J '.’: -3: ¢ :.' 'f v+ )
Start Time:| 00:00 a
Creration (DOHHMMI | 1.00:00 &
[:_ Cecurs Yearly ‘:I
Oeurs on 2011-010-01, repeats every year |
if v :I f Cancel }
¢ Christmas
£\ Haoliday Properties -
(= Enabled [ Notes
-General Information r Notes
Display Mame: |Christmag
~Haoliday Properties
L:- Day: j 25 = o (December~ )
[_I Relative Day: j 'f Z: N 1 )

#

Start Tarme: 'L'-L‘.;"'.l

| m|

Creration (DO-HERAM) | 1.00:00 -.n
[:_ Cecurs 'l'ml'q‘:.r::l

Crocurs on 2010-12-25, repeals every year

i_ X :' {Lancel !
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ADDING A HOLIDAY
From the Dashboard tab, click on the Holiday icon and click on the Add button.

:

g‘ﬁ:’ﬁ\l Holiday Properties

(E] Enabled ) ( Notesw

r General Information .|~ Notes

Display Name: H ]

~Holiday Properties

@ o D[ 2 [ o (huge)
CTIWc: )(Sun:i-s}.- )C.ﬂ._.gius: )

Start Time:| 00:00

Duration {DD:HH:MM)| 1.00:00 \9i
(D Occurs on Year) | 2018 H

Occurs on 2018-08-21.

General Information
* Enabled: When selected, activates the usage of the holiday.

o Display Name: Identifies the holiday throughout the ATRIUM software. We recommend using a
name that is representative of the holiday.

e Day: Enter the date of the holiday (day and month)

+ Relative Day: Enable “Relative Day” if the holiday occurs always the same day of the week.
Select the day of the week the holiday occurs. The date entered in the Date field will be used to
automatically adjust the holiday date based on which day the holiday occurs. For example if the
holiday occurs on the third Monday of May, the date will be adjusted to respect these criteria.

e Start Time: Enter the time the holiday starts (hh:mm).
e Duration (dd:hh:mm): Enter the duration of the holiday (dd:hh:mm).

¢ Occurs on Year: When selected, repeats the holiday every year.

Notes Tab

Use the Notes text field to record any additional notes that may be required. We recommend that you keep a
log of what settings were changed and when they were changed.

Save Button

Use the save button to save changes.

Cancel Button

Use the cancel button to ignore changes.
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MODIFYING A HOLIDAY

Select a holiday from the list and click on the Properties button. See “Adding a Holiday” on page 32 for
more information.

DELETING A HOLIDAY

To delete an existing holiday, select the holiday from the list and click on the Delete button. A dialogue box will
appear requesting confirmation.
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SCHEDULES

A schedule can be used to unlock doors, control access to areas, and much more. Schedules play an important
role in the operation of many ATRIUM functions and are widely used throughout the software (see “Where
Schedules Can be Used” below). A schedule is made up of time periods which determine when that schedule
will be valid. Each period in a schedule specifies the days and times the schedule will be valid.

From the Dashboard tab, click on the Schedules icon. From this page, schedules may be added, edited, and

deleted.
Schedules |

-~ - = - N e

(Laga ) ( rroperves )\(( vesete ) (prne | ( )

| Enabled | Cusplay Name: 10 | intervals

= Schedube Mever 1

Schedube Always 2 | Saturday 1, o QOR00000 o O0:0000;
Schedube Programmang | 3 | Saturday 1, trom O0GR00 to 00:00000; Sunday 1, from OO0 o D0:00000; Monday 1, from O0:200:00 to 00:00:00; Tuesday 1

By default several schedules are defined. The Never and Always schedules cannot be modified or deleted.

e Always: This schedule is valid 24 hours a day, 365 days per year including any programmed
holidays.

e Never: This schedule is invalid at all times.

The other pre-defined schedules are not described here. Use the Properties button to see the
parameters of each schedule and to adapt the schedule to your own needs if required.

Where Schedules Can be Used

USED IN AFFECTS REFER TO
Access Levels Areas access “Access Levels” on page 42
Door Unlock Schedule “Schedule” on page 49
Door
REX Unlock Schedule “Unlock Options” on page 49
Macro Macro Schedule “Macros” on page 88
Elevator Integration Floor Schedule “Public Access” on page 105
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ADDING A SCHEDULE
From the Dashboard tab, click on the Schedules icon and then on the Add button.

2 Schedule Praperties —p
- Gemeral informaticn ” Sd'lﬂﬂl-llt-'l' Hﬂ‘dﬂ‘!‘.r Hates
Display Hamer
(e ™ f L Wk, | kecrih 18 A 2018 19 A om| s 5.
i Enabed 3 s e
Star? Date: 2018-08-12 "'T-',' bo Suncay 20 Monday :Ei Tustsiday 22 Wedrndey 23 Thursday 24 Friday 25 Saturday
e Length [d {24} ot
600
141
1
140K
Couble-dick calendar grid to add a time pericd
- Zoam - -
|! = :[ \ o bo Saant Date
(Sewe ) (Caniel )

General Information
¢ Display Name: Identifies the schedule throughout the ATRIUM software. We recommend using a
name that is representative of the schedule.
e Enabled: When selected, activates the schedule.
o Start Date: Enter an initiating date for this schedule (yyyy:mm:dd) or select a date using the
calendar icon next to the Start Date field. The schedule starts at the date specified.

e Cycle Length (days): The schedule is repeated after the number of days specified. The Schedule
tab displays up to 7 days at once. If the schedule is based on more than 7 days, use the right/left
scrolling arrows located at the top right of the window to access the other days.
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Schedule Tab

The schedule tab allows to set the time period(s) per day.

E(hbﬁllle-"[’ Halidays T Notes |

| Waek Month 19 August 2078 - 19 August 2018 | 1 B F

| _1*? Sunday .."ﬂ Manday i?1 Tuesday ~_., Wednesday ..3‘.‘-, Thursday .P-t Friclay -.JE Caturday "
I 0:00
300
6:00
2:00
200
15:00
18:00
2100

Double-click calendar grid to add a time period.

r Zoam -

P :}| "*L Go 1o Start Date )

Week button: Displays a week-based view.

Month button: Displays a month-based view.

e Zoom “'+" and '-"' buttons: Increase and decrease the calendar grid granularity. The granularity
goes from 5 minute to 1 hour increments. The Zoom buttons are only available in the Week view.

Go to Start Date: Brings the display to the start of the schedule.

To add a time period:
1.Double-click the corresponding day in the calendar grid to add a new time period.
2.Extend the created period to the desired starting and ending times.

3.Proceed with steps 1 and 2 to add additional time periods the same day or to other days.

To delete a time period:

¢ Click on the desired time period and click on X to delete the time period.
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Holidays Tab

Allows to include or exclude holidays to/from the schedule. A schedule with an included holiday will remain
valid. A schedule with an excluded holiday will become invalid for the duration of the holiday.

@ Holidays must be defined first, refer to “Holidays” for more information.

[ senedute |7 Halidays | Notr_-.c‘i
rinciuded Halidays (add to schedul

{ A sign =, -.|.~I 'r -h]

[ Enabled [ ésptay Name [ 10 | Dot [ staet Tiene [ Durstion [ symetionizanion state |

~ Excluded Holidays {remove from schedule}

Qoo ) Cnosson (o Y Croverves )

[ Enatied | Dispiay Name [ 10 | Date | stat Time | Duration | syncheonization state |

$000

Included Holidays and Excluded Holidays

An included holiday adds the holiday period to the regular schedule while an excluded holiday removes the
holiday period from the regular schedule.

¢ Assign: Select the holidays that should be included/excluded in/from the current schedule and click
on Assign.

¢ Unassign: Select the holiday that should be removed from the list of included/excluded and click
on Unassign.

@ The choice of including and excluding a specific holiday must be exclusive (not both).

¢ Add: Allows to define and add a new holiday. Click on the Add button to add a new holiday. Refer
to "Adding a Holiday” on page 32 for more information.

¢ Properties: Allows to edit a holiday. Select a holiday from the list and click on Properties. Refer to
“Adding a Holiday” on page 32 for more information.
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Notes Tab

Use the Notes text field to record any additional notes that may be required. We recommend that you keep a
log of what settings were changed and when they were changed.

Save Button

Use the save button to save changes.

MODIFYING A SCHEDULE

Select a schedule from the list and click on the Properties button. See “Adding a Schedule” on page 35 for
more information.

DELETING A SCHEDULE

To delete an existing schedule, select the schedule from the list and click on the Delete button. A dialogue box
will appear requesting confirmation.
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AREAS

Programming areas determines the different access rooms that will be controlled by the ATRIUM system. Once
defined, an area can be assigned to an access level which can be assigned to one or more users/card holders.

Area are an important concept in the ATRIUM system. Instead of giving access to doors, ATRIUM gives access
to areas. Thus, if a user has access to an area, it will be possible for him to access the area using any door that
directly gives access to that area. This avoids having to configure the access for each door individually for this
user.

The ATRIUM Access Control System differs from all Example of Areas
the other access control system on the market

today. The existing access control system

determines access levels based on a door to Door 3

door basis while ATRIUM determines access

levels based on areas delimited by doors. This .
new method greatly simplifies the programming Z Cafeteria
of the system. Since an area (room) can consist 02 - President’s T:

of many doors, with ATRIUM, you only need to Office
tell the system that a group of user has access
to this room (area) or not and not which door
of this room. In some installations, some rooms
can have 10 or more access points (doors).
With ATRIUM, as soon as you tell the system
that a group of user (access levels) have access

Door 2

S
8 ; 03 - Conference Room
L

to this room, all the door leading to this room § 01-Reception & Hallway

are added. This is also a great innovation when B — ||

adding a new door between two rooms (areas). Y, Tf’ g; :
Since you have already defined the access levels ] & 04 - Production
based on areas (rooms), when you add a new New door between

door between two existing areas, you do not Production and Shipping Door 10
need to modify any of the access levels. The areas

programming is already done, no need to add . o | |
this door to the access level. Adding a door thus Dl ccointing t:g

becomes very simple and very efficient. 05 - Shipping

The ATRIUM system then decides to grant
access, or not, to a door only if the destination
room (area) is accessible to this user (defined °§

in his access level) within the defined access 06 - Server Room TZS Poor?
schedule (also defined in the access level). This
principle is similar to crossing borders between
countries. The country decides if you are allowed
to enter insides its borders or not; the same applies to the ATRIUM access control system which decides if you
are allowed to enter in the room (area) or not based on access levels, access schedules and other conditions.

9 Jooqg

Loading Dock

From the Dashboard tab, click on the Areas tab. From this page, areas may be added, edited, and deleted.

Areas\|
( Properties ) ( Delete ) @_J Show Status) ( Arm ) ( Disarm ) ( ) (. Show All= i
| Display Name ID | Module Serial # | Alarm | Arm/Disarm Status | Alarm Status | Lockdown

By default one Area per door is defined.
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ADDING AN AREA

From the Hardware tab, click on the System Overview icon. Under the master controller menu list, select
Areas then click on the Add button.

£\ Area Properties __
General Information 5 i |HH"HQHY E“nh\]’/ Nutn::\l
Display Name: l ; | _ Alnrm
- Anti-Passhack - -+l (O :'
-'-’I_i Enahled )
b -J Armed Status Inpu-.:i I :
!~rhe.':||le:{ l ‘: By
Alarm Status Inputsi I >
@ ) -
I‘-. 1 1 ’f -
P - Systern Control Du'u:-u:'!: l 3
Types 5, &
. Output Type: (14 )
a Feset Time:
Pulbse time:
Lockdown
& Enabled )

I:‘_ Save ;{Lfanrpl |

General Information

o Display Name: Identifies the area throughout the ATRIUM software. We recommend using a hame
that is representative of the area.

Anti-Passback

You can use anti-passback to closely monitor the movements of users and prevent any tailgating. Tailgating occurs
when a user does not use a card at the reader and enters through the door opened by another user who has
already used their card. To use this feature, each door of the selected area must have readers on each side. When
a user present is card to an “Entry reader”, the system labels the user as in. The next time the user present is card,
it must be presented to an “Exit reader”, in which case user will be labeled as out. Two subsequent Entries or two
subsequent Exits will cause the system to generate the appropriate Access Denied - Anti-passback violation event.

e Enabled: When selected, indicates that the anti-passback is active.
e Schedule: Select the period of time at which anti-passback will be operational.

o Anti-passback delay (minutes): Anti-passback delay prevents user from entering the same area
twice during a set time duration. This is useful where there is an exit button or turnstile and no
“Exit reader”. It would prevent a user being able to enter an area and hand their card immediately
to a friend or colleague to also gain entry.

e Type: There are two anti-passback mode, soft and hard. The soft mode will generate an event and
access will be granted, while hard mode will generate an event but the access will be denied.

¢ Reset Time: The reset time is the time at which the anti-passback of the selected area will be reset
and each user that are within the sector will be given to unknown.

e Lockdown: When selected, indicates lockdown will be enabled for the area
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Integration Tab

These settings are for the intrusion integration feature and allows each card readers or keypads associated
within the area, to arm and/or disarm an intrusion alarm panel.

These setting will apply only if the “Intrusion (Alarm) Integration” feature has been enabled.
Refer to page 104 on how to activate this feature.

e Enabled: Check to activate this area to arm and disarm the intrusion alarm panel.
¢ Arm Status Input: Select the input that will be used to monitored the “Arm Status”
e Alarm Status Input:: Select the input that will be used to monitored the “Alarm Status”

o System Control Output: Select the relay output that will be used to arm or disarm the intrusion
alarm panel.

e Output Type: Select the relay output type. Typically, momentary output is used for key switch
arming input (Refer to the intrusion alarm panel manual for output options).

¢ Pulse Time: Enter the relay output pulse delay (in second) that you need for the keyswitch arming
input. Typically, 1 second.

Events Tab

The Events tab lists in real-time the selected area events. Refer to “"Events” on page 64 for more
information.

Notes Tab

Use the Notes text field to record any additional notes that may be required. We recommend that you keep a
log of what settings were changed and when they were changed.

Save Button

Use the save button to save changes.

Cancel Button

Use the cancel button to ignore changes.

MODIFYING AN AREA

Select an area from the list and click on the Properties button. See “"Adding an Area” on page 40 for more
information.

DELETING AN AREA

To delete an existing area, select the area from the list and click on the Delete button. A dialogue box will
appear requesting confirmation.
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ACCESS LEVELS

Access levels determine which areas in the building a user will have access to and during which schedules. This
is done by enabling the access level and then assigning a schedule to each area.

& In order to define access levels, you must first create Areas and Schedules.

From the Dashboard tab, click on the Access Levels icon. From this page, access levels may be added, edited,
and deleted.

p——
| Access Levelsw

(Add ) ( Properties ) ( Delete ) (Report N) (F:‘.".:' )

Enabled | Display Mame ID | Synchronization State

] Access Level Always 2 | Synchronized

| Access Level Programming | 3 | Synchronized

By default the following access levels are defined:

e Access Level Always: This access level has the Schedule Always assigned to all areas meaning
that the access is valid 24 hours a day, 365 days per year including any programmed Holidays. This
access level cannot be modified or deleted.

¢ Access Level Programming: This access level has the Learning Mode schedule assigned to all
areas meaning that the access is by default valid 24 hours a day, 365 days per year including any
programmed Holidays. This can be modified.

ADDING AN ACCESS LEVEL

From the Dashboard tab, click on the Access Levels tab and click on the Add button.

2 Access Level Properties

- General Infarmation - f mﬁ_ Nu'lﬂ._:

Display Narres {| |

- Module A2 20177
(& Trubled ]

= Al ; AL-2T-AF-TT: Area Dok 00 Schadule Meyer - I t
AZ-20-1F-TT: Mres Dood 02 [ Schedule Mever - I -3

hiodide: AZ-20-1F-DE

A= 20 1F-0E: Arga Dhoor (11 I:_ Gehadhule Mever

4

A2-20-1F-DE: Aea Do 02 {7 Schedule Never - :t

Module AZ-20.23-00

A 20-23-05: Arga Door 01 {7 Schedule Mever - I _}
-

A2:20-23-D5: Area Door 02 [ Sohwdule Fawe - ‘J_

'M Save i '__: ;:'.';r.c--' B




INSTALLATION MANUAL

ATRIUM
Software V4.31

General Information

o Display Name: Identifies the access level throughout the ATRIUM software. We recommend using
a name that is representative of the access level.

e Enabled: When selected, activates the access level.

Areas Tab

Assign a schedule to each area to determine which areas (rooms) in the system a user, having this access level,
will have access to and during which periods.

@ Areas (page 39) and Schedules (page 34) must be defined first.

Notes Tab

Use the Notes text field to record any additional notes that may be required. We recommend that you keep a
log of what settings were changed and when they were changed.

Save Button

Use the save button to save changes.

Cancel Button

Use the cancel button to ignore changes.

MODIFYING AN ACCESS LEVEL

Select an access level from the list and click on the Properties button. See “"Adding an Access Level” on page
42 for more information.

DELETING AN ACCESS LEVEL

To delete an existing access level, select the access level from the list and click on the Delete button. A
dialogue box will appear requesting confirmation. The Access Level Always cannot be deleted.
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ACCESS LEVELS GROUPS

Access levels groups determine which access levels a user with “Operator” rights will have access to create
users and cards. This is done by creating a group of access levels.

A In order to define access level groups, you must first create access Levels.

From the Dashboard tab, click on the Access Level Groups icon. From this page, access level groups may be
added, edited, and deleted.

of P =FH § 8 KNEn (D= T

Users Cards || Holidays Schedules Areas Access Levels Access Level Groups || Doors Relays Inputs Qutputs || Cabs Floors Floor Levels || Co

| Credentials Access Configuration | Control Cabs L

r Access Level Groupsw

(Add ) (C':'::pertie_: ) ( Delete ) ( )
| Enabled | Display Name 1D | Access Levels | synchronization State
| "M Access Level Group Default | 1 Synchronized

ADDING AN ACCESS LEVEL GROUP

From the Dashboard tab, click on the Access Level Groups tab and click on the Add button.

- 7 ot
£ Access Level Group Properties S
- General Information J"' fecessLovels | Notes \|_

Display Marne: | | E: riccens Loests

Cassgn ) Cossn ) (o ) Crropeie:)

| Enabled | Disphay Name | 10 | Synchwonization State |

1000
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General Information

o Display Name: Identifies the access level throughout the ATRIUM software. We recommend using
a name that is representative of the access level.

Access Levels Tab

Assign access levels to which the operator will have access to create users and cards.

@ Access levels (page 42) must be defined first.

Assign: Click on the Assign button and select the access level(s) to be assigned to the user. For
information, refer to “Access Levels” on page 42. If two or more access levels are assigned

to a user, access is granted as long as one of the defined access levels is valid when the card is
presented.

e Unassign: Select an access level from the list and click on the Unassign button to revoke this
access level for the user.

e Add: Allows to define a new access level. Click on the Add & Assign button to add a new access
level. Refer to “"Adding an Access Level” for more information.

¢ Properties: Allows to edit an access level. Refer to "Adding an Access Level” on page 42 for
more information.

Notes Tab

Use the Notes text field to record any additional notes that may be required. We recommend that you keep a
log of what settings were changed and when they were changed.

Save Button

Use the save button to save changes.

Cancel Button

Use the cancel button to ignore changes.

MODIFYING AN ACCESS LEVEL GROUP

Select an access level group from the list and click on the Properties button. See “Adding an Access Level
Group” on page 44 for more information.

DELETING AN ACCESS LEVEL GROUP

To delete an existing access level group, select the access level group from the list and click on the Delete
button. A dialogue box will appear requesting confirmation.
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DOORS

The term door refers to any access point controlled by a reader and/or keypad such as a door, turnstile, gate,
and wireless or wired door handles. To control entry and exit through an access point (door), a reader and/or
keypad can be used on both sides of the door.

The use of door contacts on all controlled doors is recommended, as they greatly improve the level of security
provided by an access control system. Many of the door’s programmable options can only be used if a door
contact is installed.

Each 2-Door controller supports two readers and up to four 2-Door Expansion Modules, which provide an
additional 2 doors each. Therefore, each controller can monitor the state of up to 10 doors.

From the Dashboard tab, click on the Doors icon. All Atrium controller, subcontroller and expander doors are
listed here. Use the Legend to quickly identify the door status.

To access doors per controller, subcontroller or expander, refer to "System Overview” on page 69.
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LEGEND for | ICON ‘ NAME DESCRIPTION
| Closed Indicates that the door is closed.
[ Open Indicates that the door is opened.
Status Indicates that the door has been opened for too long. This state
f Pre-Alarm lasts until either the door is closed, returning its status to Closed,

or the Open Too Long alarm expires, changing the door’s status to
In Alarm/Forced.

In Alarm/Forced

Indicates that the door is forced open or was left opened too long.

Locked

Indicates that the door is locked following its programmed
parameters.

Locked by Operator

Indicates that the door has been manually locked by the operator.

Lock Status

Unlocked

Indicates the door is unlocked following its programmed
parameters.

Unlocked by Operator

Indicates that the door is manually unlocked by the operator.

Unlocked for Access

Indicates that the door is unlocked following a valid access event.

Access Disabled

Access to the door has been manually de-activated by the operator.

llewre-e ® @0

Access Enabled

Access to the door is allowed following its programmed parameters.

Access Status

Indicates that the ATRIUM software is not able to retrieve the

ﬂti Trouble status of an expander’s door contact because the module is
probably turned off.
- Indicates that either the module is not synchronized or the module
/ Unknown has an older firmware version that is not compatible with the

ATRIUM software.
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MODIFYING A DOOR

From the Dashboard tab, click on the Doors icon, then select a door in the list and click on the Properties
button. Configureable options in the Door Properties are listed below.

- : —n ]
£ Door Properties
General Information Confi ;unwf EventsT- MNotes ]
Display Name: A2-20-1F-77: Door 01 = 3 2 -
Side A 04 Side B
@ Enabled ) 3 e
B s ((A3-20-1F-77: Area Doar 0> | )
Unlock Schedule:  (_Schedule Never - I ) .t
- = = : n !fplac_t‘:ig?g!: o
CT Unlocks on First Access/First Man In j W | (Door 01 Contact (A2-2+ I )

-

¥ REX:
(Door 01 Rex (A2-20-1F-T7 |_ )

Reader:

(Reader 01 (A2-20-1F-77) * |._)

ﬁ Lock:
(Door Lock 01 (A2-2+ | . )

& 9

Advanced (_save ) ( Cancel }

Basic and Advanced View
General Information

¢ Display Name: Identifies the door throughout the ATRIUM software. We recommend using a hame
that is representative of the door.

¢ Enabled: When selected, activates the usage of this door.

Schedule

e Unlock Schedule: Select the schedule during which the door will automatically unlock. For
example, you may want a door to remain unlocked from 9 a.m. to 5 p.m. Monday to Friday. To do
so, create the appropriate schedule and select it from the Unlock Schedule drop-down list. Refer to
“Schedules” on page 34 for more information.
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¢ Unlocks on First Access/First Man In: Select the Unlocks on First Access/First Man In check box
to prevent the door from unlocking automatically until the first user with valid access presents his
card at the door.

Advanced View Only

T —
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Options

¢ Relocks on Door Open: Select the Relocks On Door Open check box to relock the door as soon
as it opens. When the check box is cleared, the system relocks the door when the unlock time has
elapsed (see Unlock Time).

¢ Relocks on Door Close: Select the Relocks On Door Close check box to relock the door as soon as
the door closes.

e Can be Left Open: Select the Can be Left Open check box to allow a door to stay open without
generating a door open too long alarm.

e Double Swipe: Select the Dual Badge check box to relock the door during its unlock time
(including on an unlock schedule) or to arm a burglar alarm system (see page 104 for alarm
integration). The "Unlock on First Access/First Man In” option must be activated for “Dual Badge” to
function.

¢ Lockdown Enabled: When selected, the lockdown feature will be enabled for the door.

Update User Location On...

e Access Granted: Select the Access Granted check box to update the user’s location upon an access
granted.

e Door Open: Select the Door Open (Contact) check box to update the user’s location upon a door
opening. To use this option, a door contact must be installed on the selected door.

Timing
¢ Unlock Time (seconds): Enter a value between 1 and 254 seconds (Default: 5 seconds).

Represents the amount of time the door will remain unlocked when an access granted or unlock
event is generated at the door.

e Extended Unlock (seconds): When a user is granted access, the controller will unlock the door
for the period defined by the Unlock Time. However, if the user has been programmed with the
extended time allowed (see Allow Extended Time on page 18), the controller will unlock the door
for the duration of the Unlock Time in addition to the value programmed in the Extended Time. In
the Extended access text field, type a value between 1 and 254 seconds (Default: 15 seconds). This
option is particularly useful for individuals that may require more time to access the door.

e Open Too Long Pre-Alarm (seconds): Before generating an Open too long event, the controller
can be programmed to generate a pre-alarm as a warning of the upcoming alarm. Enter a value
between 1 and 254 seconds (Default: 45 seconds) that represents the amount of time a door can
remain open after an access granted or door unlock event before generating a door left open event.

e Open Too Long Alarm (seconds): Enter a value between 1 and 254 seconds (Default: 15
seconds) that added with the Open Too Long Pre-Alarm value represents the amount of time a door
can remain open after an Access Granted or Door Unlock event before generating a Door Open Too
Long event (see example on page 49).



INSTALLATION MANUAL

ATRIUM
Software V4.31

) Door is still open After 60 seconds, the
Door is opened after 45 seconds door has never closed
— — —
)] o)) )]
—| —| —|
0 sec. 45 sec. 60 sec.
Generate Generate Generate
“Door Unlocked for Acces” “Door Pre-Alarm” “Door Alarm”
event event event
Open Too Long Pre-Alarm Time Open Too Long Alarm Time
(45 seconds) (15 seconds)
Pulse Beep Steady Beep
Starts Here Starts Here

Access Mode

Access Modes provide additional ways to secure access when using wireless and wired electronic door handles.
Classroom mode does not require an electronic door handle.

@ The Interior Push Button (IPB) and door handle allow egress in any of these door modes.

e Normal: This is the default access mode. The door is always locked and can be unlocked by a valid
credential for the duration of its unlock time (five seconds by default).

e Classroom/Store Room: A valid credential presented to the outside reader toggles the lock status
to locked or unlocked.

e Privacy: Pressing the Inside Push Button (IPB) disables credential access. Opening the door or
pressing the IPB a second time enables credential access.

e Apartment: The Interior Push Button (IPB) toggles the lock status to locked or unlocked. Opening
the door toggles the door status to unlocked. While unlocked, the door can be locked again by
closing the door first, then pressing the IPB or by presenting a valid credential to the outside reader.
Access with a valid credential is always allowed.
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Configuration Tab - Side A and Side B
Allows to define the options for devices on both sides of the door: Side A and Side B.

Area: Select the area from the list for each side of the door. Leave the field empty if the side of the
door is outside the building.

Contact Input: Select the door’s contact from the list.

REX: If there is a REX associated with this side of the door, select the REX from the list, otherwise
leave the field empty.

Reader: If there is a reader associated with this side of the door, select the door from the list,
otherwise leave the field empty.

Inside Push Button (IPB): Select the input being used for your IPB here.

Deadbolt: Select the input being used to monitor the deadbolt here. If the input is selected, the
outside reader will be disabled when the deadbolt is locked. When the deadbolt is unlocked, the
outside reader is enabled.

Lock: Select the door's lock from the list.

Camera: Select the door’s camera from the list.

Camera Events: Select the camera event(s) from the list to be recorded.

Decrement Counter: When selected, the door will count down the uses of a card or PIN.

Unlock Options

e Card: When selected, allows to use a card to access this door. Used when a reader is installed at
the door

¢ ... and PIN: When selected, specifies that the user, after presenting his card, has to enter a PIN
(Personal Identification Number) on the door keypad to access this door. Refer to “Keypad Code” on
page 19 for more information. Used when both a reader and a keypad are installed for this door.

¢ PIN Schedule: Allows to select the schedule that will specify when the PIN can be used.

o Keypad Code: When selected, allows to use a PIN (Personal Identification Number) to access this
door. Refer to “"Keypad Code” on page 19 for more information. Used when a keypad is installed.

e REX: When selected, unlocks the door when the controller receives a valid Request for Exit (the
door must be closed and locked when the option “... even if Door Open” is not selected).

¢ ... even if Door Open: When selected, unlocks the door regardless of its current status (i.e. Door
forced, Door open too long, etc.) when receiving a valid request for exit (REX).

e REX Schedule: Allows to select the schedule that will specify when the REX can be used.

¢ Interlock On This Side: When selected, it activate interlock mode. This feature allows you to
set up the doors, within the same area, for use with Interlock (Mantrap) applications. A “mantrap”
consists of two or many doors, each controlled by a card reader and/or keypad. When one of the
doors is open or unlock, it is impossible to open the other door until all interlock doors are closed.
An input is required if the door will be used in a “mantrap” configuration.

e Two Man Rule (chaperone): When selected, two different users will have to present their cards
one after the other, within 10 secondes, to unlock the door.
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Events Tab

The Events tab lists in real-time the events associated to this door. Refer to Events on page 64 for more
information.

Notes Tab

Use the Notes text field to record any additional notes that may be required. We recommend that you keep a
log of what settings were changed and when they were changed.

Save Button

Use the save button to save changes.

Cancel Button
Use the cancel button to ignore changes.



INSTALLATION MANUAL

ATRIUM
Software V4.31

The following buttons change the state of a door. These changes override the normal scheduled state.
To cancel the override command, click on the Reset button.

DOOR CONTROL BUTTON

The following button allows to manually control the access to this door.

Reset Dmrﬂ
Cancel_s the operators_ override door control, ( Properties ) ( G B H } ( Dicable Arcpes H )
returning the door to its current scheduled state.
| Active | Display| [ Rt ] brial & Stgius Lock Status
00-00-0) OF | s
B4 |
Lock ! l Lack ) : L
g |00-00-0 [OF = |_]
Manually locks the selected door if it was unlocked . - Uicck ) : =
. 00-00-0f 1 B7 . il
either on schedule, manually or by an operator. . b & =
@ |0000-g( GntAccess )BT [ () 2
Unlock |._ | IC Grant Extended Access )

a|1/8
Manually unlocks the selected door, overriding its |

scheduled state. The door will remain unlocked permanently. Use the reset button to enable schedule settings.

Grant Access

Manually unlocks the selected door temporarily for the period specified by the door’s Unlock Time.

Grant Extended Access

Manually unlocks the selected door for the period corresponding to the addition of the door’s Unlock Time and
Extended Timeperiods.

DOOR ACCESS BUTTON

Allows to manually activate or deactivate the access to this door.

Disable Access

Manually revokes the access to this door by rn—\l
disabling its readers and REX devices. ol

( Properties ) ( Grant Access H ) ( Disable Access H j
Enable Access { Active | Display Name IBIME ( Dicable Access ] Lock Status
Manually returns the door to its programmed m  |00-00-04-OF: Door 07 (1| 00-( |_’]

I Enable & =
parameters. [ |00-00-04-0F: Door 02{2 |00 @ I_]

i A 00-00-04-0F: Door 02 |2 | 00-00-05-37 il

| @7 |D0-00-04-OF: Door 044 | 00-00-05-37
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RELAYS

Typically, relays are used to activate alarm sounders or other devices such as lighting control units and air
conditioners. Relays are controlled using macros. For example, a relay can be activated by a macro when the
trigger event occurs whithin the schedule (refer to "“Macros” on page 88).

The controller includes two relay outputs.

From the Dashboard tab, click on the Relays icon. From this page, relays may be edited, manual control may
be applied and live status may be displayed.

Relays
( Properties ) (Actiuate) (Resei ) 63 Show Status ) ( ) [ Show All+ i

| Enabled | Display Name | D | Module Serial # | Status | Reversed Logic | Mode Used
| & | Relay 01 1 |A220-1F77 | () O O

@ | Relay 02 2 | A2-20-1F-77 O O

& | Relay 01 1 | A2-20-1F-DE O O

& | Relay 02 2 | A2-20-1F-DE O O

6|1/6
Relays are only used with macros, refer to “Macros” on page 88 for more information.

Legend
ICON ‘ NAME ‘ DESCRIPTION
Inactive Indicates that the relay is not activated.
-‘ Enable Indicates that the relay is activated.
- ' Timed Activation
2 Unknown Indicates that either the module is not synchronized or the module has an older
x firmware version that is not compatible with the ATRIUM software.

MODIFYING A RELAY

Select a relay from the list and click on the Properties button.

= . —
,FE\\. Relay Properties B
~General Information Notes
Display Name: |Relay 01 Notes
@ Enabled DRI
'(D Reversed Logic )

General Information

* Display Name: Identifies the relay throughout the ATRIUM software. We recommend using a name
that is representative of the usage of this relay.

e Enabled: When selected, enables the usage of this relay.

¢ Reversed Logic: When selected, reverses the logic from either normally closed (N.C.) to normally
open (N.O.) or vice-versa. Refer to Jumper Settings from the module instruction manual for more
information on N.C. and N.O.
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A relay can be set through one of two available modes:
Follow Mode

In Follow Mode, the relay will be activated/deactivated by following a preset

~Follow Mode

Type: ( ")
@ Event: ( "J.
Entity:( it | )

- Select one type, one event, and one entity from the list

Action Mode

In Action Mode, a seperate action can be programmed to activate and/or deactivate the relay.

~Action Mode
~ Relay Activation

Type: (__ ')
Event: ( i ‘__)
En‘[h’:y:( i | )

@ | Latch Mode
- Relay Deactivation |
Type: ( _ ')

Event: C '_)
Entity‘.( o | :)

- Relay Activation: Select the type, event and entity from the list that will activate the relay.
- Timed: When selected, a timer can be set for the relay by entering the desired time (hh:mm:ss)

- Relay Deactivation: Select the type, event and entity from the list that will deactivate the relay.

Notes Tab

Use the Notes text field to record any additional notes that may be required. We recommend that you keep a
log of what settings were changed and when they were changed.

Save Button

Use the save button to save changes.
Cancel Button

Use the cancel button to ignore changes.

RESET

Cancels the operator’s override relay control, returning the relay to its current scheduled or event state.

ACTIVATE

Manually activates the relay, overriding its current scheduled or event state.
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INPUTS

Typically, the inputs are used to monitor the status of door contacts and request for exit devices installed on the
controlled door. Inputs can activate relays reader outputs or the bell outputs through the use of macros.

Each controller includes ten inputs which can be connected using zone doubling technology to monitor up to 20
input devices.

All inputs of the ATRIUM access control system including the ATRIUM controller and all door expanders
are listed. To access Inputs per ATRIUM controller or door expander, refer to "System Overview” on
page 69.

From the Dashboard tab, click on the Inputs tab. From this page, inputs may be edited and live status may be
displayed.

r Inputs
( Properties ) (D Show Status ) ( ) ( Show All - i

1 Enabled | Hardware | Display Name ID | Module Serjal # | Status | Connection Method Normaily Open | Input Response Time | Input Restore Time
B €1 Door 01 Contact| 1 | 12-34-56-78 \o ) | Single O 100 100
| REX1 Door 01 Rex 2 | 12-34-56-78 o) | Single sl 100 100
R =2 Door 02 Contact | 3 | 12-34-56-78 | | Single [=] 100 100
| REX2 Door 02 Rex 4 | 12-34-56-78 \@ ) | Single O 100 100
| | Zl Input 01 5 | 12-34-56-78 {0 ) | Single (i) 100 100
! A 72 Input 02 6 | 12-34-56-78 {0 ) | Single O 100 100
| (] C1 Coor 01 Contact| 1 | FF-00-00-05 \ ! | Single O 100 100
| | REX1 Door 01 Rex 2 | FF-00-00-05 L) | Single O 100 100
Rt c2 Door 02 Contact | 3 | FF-00-00-05 | | | Single O 100 100
|| REX2 Door 02 Rex 4 | FF-00-00-05 L&) | Single &l 100 100
BA Z1 Input 01 5 | FF-00-00-05 | | Single | 100 100
[ 72 Input 02 6 | FF-00-00-05 . Single [ 100 100
- 32: | =232
= Legend

| Mormal f:.'.Ji Trouble

"' Active '/ Unknown
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MODIFYING AN INPUT

From the Dashboard tab, click on the Inputs icon, select an input from the list and click on the Properties
button.

: [
,j& Input Properties 12-34-56-78: A22 [2-Door Controller] "
~General Information m-’ Notes \l

ction Single -
Connection Method ( EI ) - Options
c1 GND Display Name: -!i?_qo_r_ 01 Contact
| 5] Enabled
G':] MNermally Open :;
: = I |
Input Response T {ms): 100 =
Door 01 Contact L EERER |——|'!
\N\ Input Restore Time (ms): | 100 !-:-|
([ Cancel )

Input Tab
(A second input tab will appear when using any of the zone doubling connection methods)

Options
¢ Display Name: Identifies the input throughout the ATRIUM software. We recommend using a hame
that is representative of the input.

¢ Enabled: When selected, activates the input.

* Normally Open: Select this function if you are using a "Normally Open” devices on the input. By
default, the inputs are ready for "Normally Closed” devices.

e Input Response Time (ms): This delay defines how quickly the controller will respond to the
trigger of an opening input. This prevents any momentary glitch from causing unnecessary alarms.
If the input remains triggered for the defined time delay, the controller will react according to its
programming. The default value is 100ms. Type a value from 0 to 3 600 000 ms (1 hour).

Input Restore Time (ms): This delay defines how quickly the controller will respond to the trigger
of a closing input. This prevents any momentary glitch from causing unnecessary zone closure. If
the input remains closed for the defined time delay, the controller will consider the inputs as being
closed. The default value is 100ms. Type a value from 0 to 3 600 000 ms (1 hour).

Notes Tab

Use the Notes text field to record any additional notes that may be required. We recommend that
you keep a log of what settings were changed and when they were changed.

Save Button

Use the save button to save changes.

Cancel Button
Use the cancel button to ignore changes.
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EXAMPLES OF INPUT CONNECTION METHODS

Single (1 Detection Device per Input)

When using this method, only one device is detected by the input. Normally open or normally closed
devices can be used. Normally closed circuit shown below.

Here are the different options for a single input configuration:

Single Single with short circuit (EOL)
supervision
C1 GND C1 GND
| EOL
Si NP
1K
Input 1 Input 1
\L \L
I I
SHORT CIRCUIT supervision: No SHORT CIRCUIT supervision: Yes
WIRE CUT supervision: No WIRE CUT supervision: No

(Factory Default)

Single with wire cut Single with wire cut and
supervision short circuit (EOL) supervision
C1 GND C1 GND
| | EOL
I D—
1K
Input 1 Input 1
N N
JILD JILD
1K 1K
SHORT CIRCUIT supervision: No SHORT CIRCUIT supervision: Yes

WIRE CUT supervision: Yes WIRE CUT supervision: Yes
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Doubled (2 Detection Devices per Input)

When using this method, two devices are detected by the input. Normally open or normally closed
devices can be used. Normally closed circuit shown below.

Here are the different options for a double input configuration:

Doubled with wire cut supervision

C1 GND
Input 1 Input 7
N N
e N L N
—-gmp— —— 11—
! 1K ! ' 2.2K E

SHORT CIRCUIT supervision: No
WIRE CUT supervision: Yes

Doubled with wire cut and short circuit (EOL) supervision

C1 GND
| EOL
T
Input 1 b Input 7
N o N i
OIS ] ] |
—-gmp— —— 11—
! 1K ! ' 2.2K E

SHORT CIRCUIT supervision: Yes
WIRE CUT supervision: Yes



INSTALLATION MANUAL

ATRIUM
Software V4.31

SHOW STATUS CHECK BOX
When enabled, displays the live status for a period of 5 minutes.

r Inputs
( Properties ) (D Show Status ) ( il ) [ Show All - I

1 Enabled | Hardware | Display Name | ID | Module Serial # | Status | Connection Method MNormally Open | Input Response Time | Input Restore Time
[} C1 Door 01 Contact | 1 | 12-34-56-78 | ) | Single T 100 100
|| REX1 Cioor 07 Rex 2 | 12-34-56-78 | ! | Single [ 100 100
i c2 Door 02 Contact | 3 | 12-34-56-78 ! | Single = 100 100
" REX2 Cioor 02 Rex 4 | 12-34-56-78 | ! | Single =] 100 100
| ®& |z Input 01 5 | 12-34-36-78 () | Single | 100 100
? [} 72 Input 02 6 | 12-34-56-78 | ! | Single [ 100 100
| | G| Cioor 01 Contact | 1 | FF-00-00-03 I ! | Single |CII 100 100
! A REX1 Cioor 01 Rex 2 | FF-00-00-05 | | | Single ] 100 100
il c2 Door 02 Contact | 3 | FF-00-00-05 | ! | Single {0 100 100
| REX2 Dioor 02 Rex 4 | FF-00-00-05 | ! | Single [&] 100 100
[} Z1 Input 01 5 | FF-00-00-05 ! | Single o 100 100
B4 T2 Input 02 6 | FF-00-00-05 . Single ] 100 100
32 | 1/32
= Legend
) MNormal u& Trouble
"' Active ¢ Unknown
Legend
ICON ‘ NAME ‘ DESCRIPTION
Normal Indicates that the input is normal state, not activated.
‘ Active Indicates that the input is activated.
,ﬂ:‘ Trouble Indicates that the state of the input is WIRE CUT or SHORT CIRCUIT.
9 Unknown Indicates that either the module is not synchronized or the module has an
* older firmware version that is not compatible with the ATRIUM application.
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OUTPUTS

By default, the outputs (six per Controller and Expander) are used to control the built-in LEDs and buzzers of
card readers and keypads. For example, a red/green indicator on the reader will inform the user that access
has been granted (changes from red to green), or the reader buzzer will inform the card user that the door has
been left open or the door has been forced open.

Each controller includes six multi-function outputs. Each controller also supports up to four 2-Door Expansion
Modules, which provide an additional 6 outputs each.

All outputs of the ATRIUM access control system, including the ATRIUM controller and all door
expanders, are listed. To access outputs per ATRIUM controller or door expander, refer to “"System
Overview”.

From the Dashboard tab, click on Outputs. From this page, outputs may be edited, and manual control may
be applied.

Outputs
( Properties ) ( Activate ) ( Reset ) ( ) Show Allv |

Enabled | Dispiay Name. ID | Module Serial # | Reversed Logic |

Reader 01 Red Light 1 A2-20-1F-77
[0 Reader 01 Green Light | 2 | A2-20-1F-77 O
%] Reader 01 Buzzer 3 | A2-20-1F-77 O
] Reader 02 Red Light |4 | A2-20-1F-77 O
[ Reader 02 Green Light | 5 | A2-20-1F-77 O
.[ M Reader 02 Buzzer 6 | A2-20-1F-77 O
| & Qutput 01 7 | A2-20-1F-77 O
' .| Output 02 8 | A2-20-1F-77 O
[7,] Reader 01 Red Light 1 | A2-20-1F-DE O
M Reader 01 Green Light | 2 | A2-20-1F-DE O
kA Reader 01 Buzzer 3 | A2-20-1F-DE O
] Reader 02 Red Light |4 | A2-20-1F-DE O
M Reader 02 Green Light | 5 | A2-20-1F-DE O
i | BeaderN? Puzzer | A | A2 90.1EDE |

24 | 1724
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MODIFYING AN OUTPUT

From the Dashboard tab, click on the Outputs icon, select an output from the list and click on the Properties
button.

5?3 Output Properties

~General Information Motes
Display Name: [Reader 01 Red Ligh{ [ -Notes

@ Enabled

(D Reversed Logic )

Save Cancel )

General Information

¢ Display Name: Identifies the input throughout the ATRIUM software. We recommend using a hame
that is representative of the output.

 Enabled: When selected, activates the usage of the output.

¢ Reversed Logic: When selected, reverses the logic from either normally closed (N.C.) to normally
open (N.O.) or N.O. to N.C.

Notes Tab

Use the Notes text field to record any additional notes that may be required. We recommend that you keep a
log of what settings were changed and when they were changed.

Save Button

Use the save button to save changes.

Cancel Button

Use the cancel button to ignore changes.

RESET

Cancel the override output control, returning the output to its current scheduled or event state.

ACTIVATE

Manually activates the output overriding the activation delay.
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EVENTS

Reports each event that occurs in the system in real-time. A specific event can be programmed to perform an
action using the macros; refer to “Macros” on page 88.

The Events window lists in real-time the events or device status of the ATRIUM system.

From the Dashboard tab, click on the Events tab or drag up the Events tab from the bottom of the page. From
this page, it is possible to view the event’s details.

|+ Evests i
| View Detuils J [ Evert Report ) {88 Access "_l:l.' (8 Securmy "E' (B Asems |EI (5 Toubles I_Dzl (& Lodmown "Ej i Others |E
[potearime  [oesen Object = | camera]
T80 Lisey lOQ_-'I_ Laer LUSEA BNITALLER
User Log
Lised Loegin Laer LIEER IMSTALLER
Lipet Loagin
UHor ioge - ATRILPA tofrare Liger Lowgin Liar LiSES ISTALLER

ATRHIM P Sereer Losged In Liser Liogin
Lker bogn - ATRILSA polftwaes Uged Login User LISER INSTALLER
PL Senver Logged In Uges Login

AR sofraaee

User LISES INSTALLER

2018 Server Logged In o
20160 11 et hogn - ATRILT polftwaen Liges Loggin Laer LGER INSTALLER
£0T8-07-24 110853 | ATRRIM PC Seenver Losgged In Uiz Login

Farent 427 [2-Door Conbrothe| Reconnected: A23 [2-Door Controfar]
sub-Medues
Uper Lsgin
Uiped Login
FarenT A2 [¢-U00r Contipien] | Meconneched: AZZ [2-Door Controner
Farert A27 [7:Door Conoroner] | Reconnected: A7 [2-Doce Comtroler]

U154 110837
20180724 110E3T

2018-07-24 110837 | Mendsle Drinctrd Sl Mo
2018-07-24 110836 | ATRIUM P Server Logged In Uset Lagin

ZN1E-07 24 110836 | ATRIIM PC Senver Logged In et Legin

2018 07-24 1108907 | Babtory Abserd fiathery; 433 [3 Door Coneraligl]
29190724 110804 | Tamgar Trenkile Tirngin Sastes: Tape
Z01B-07-24 110804 | Cold S1an Mesuilet 433 [2-Daver Cerdrolivd

IR 28 10750 ] Wik D il b i it rornint vusinbin d P56 LGN pussi ssrraere & 255 0150 | Rersiste 422 [2.0wA Cantealel

By default all events/status are displayed in real-time. Use the following toggle buttons to select/remove
specific events to be displayed.

e Access button; see page 66 for more information.

e Security, button; see page 66 for more information.

Alarms button; see page 66 for more information.

Troubles button; see page 66 for more information.

Lockdown button; see page 66 for more information.

Others button; see page 66 for more information.
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VIEW DETAILED EVENT INFORMATION

Double-click on an event from the list to view its details.

:

;}H\A Event Details

- Object ~Event - Instigator
Type: User Login User login - ATRIUM software Type: User
Display Name: Sequence Number: | 696 Display Name:
Module: -~ ° el [ e e
Dor D
ID: 1 ID

Object
Indicates the provenance of the event.

e Type: Indicates the type of device or component.

Display Name: Indicates the name of the device or component.

Module: Indicates which module contains the device or object.

ID: Indicates which object the event applies to.

Event

Indicates the description of the event.

Sequence Number indicates a sequential number given to each event.
Instigator

Indicates the instigator of the event
¢ Type: Indicates the type of instigator.

¢ Display Name: Indicates the name of the instigator.

Module: Indicates which module contains the device or object.

e ID: Indicates which object the event applies to.
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ACCESS

Displays access-related events when this check box is selected.

SECURITY

Displays security-related events when this check box is selected.

ALARMS

Displays alarm-related events when this check box is selected.

TROUBLES

Displays trouble-related events when this check box is selected.

LOCKDOWN

Displays lockdown-related events when this check box is selected.

OTHERS

Displays all other events when this check box is selected.
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REPORTS

Generate reports for a specific period of time, user, door and/or area. Reports can also be printed and saved.

From the Dashboard tab, click on the Reports tab. From this page reports may be generated, viewed, printed

and saved.
-:""_ Rrports |
O N& &
Fiympi et Doy | | Llies
Ewens Parasscberi Resudts
Tome i n
i M 2 L
[0 w4
’ -13
i & iy
el

o Dashitsoard Hardwase Advanced Conhguration Actournls

i

Holidays Schedules Areas  Acoes

-For quick access, reports can also

be generated from various menus Crédentials | fccess Cotfiguration il ik

(ex: Users, Cards, Schedules) by . schedules |

clicking the Print button. 5 W rroperses X Deiee | oo 1) G D

{Erabied | Display Name 0 | invetvals
1

Schedule Never

Schedule Always Saturday 1, froem DROED0 1o QOO0

Echedule Programeming [ 3 | Saturday 1, from SROKDD 1o 00:00:00; Sunday 1, from 00:00:00 o 00:00:00; M

GENERATING A REPORT

Event Parameters
Select the parameter criteria that will be used to generate the report.

o Start Time and End Time: Select the period for the report by entering the start and end date and
time using the “yyyy:mm:dd hh:mm” format or select the date and time.

Type: Select one, multiple or all types(s) from the list.

Event: Select one, multiple or all event(s) from the list.

Entity: Select one, multiple or all entity(ies) from the list.

User: Select one, multiple or all user(s) from the list.

e Maximum # events in report: Enter the maximum events allowed in the report. The default
setting is 1000 events.

Generate

Generates the report based on the selected parameters and displays its content in the Results section.
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VIEWING, PRINTING, AND SAVING A REPORT

Results

Displays the generated report and allows navigating through the report, printing and saving the report results.

Navigation Print Save
Regenerate

i Repoart Veewer = | 4

JAT=RIUM Events Report @ cowvi

20150821 05648 |Doar Locked Door: AL JC-TF-TT: Daar 01 Daar A-20-1F-TF Dase 01
-
2050521 #5641 |Door Unlocked Dioor. Ad-20-1F-7: Door 11 User. LISER ADMENISTRATOR
A0NE-05-21 033106 |Doar Locksd Door AL JO-TF-TT Dhear 01 Daar AJ-20-1F-1T Dear 01
2018-08-21.00.3121  |Doar Unlocked Dwor: AZ-20-1F-TT. Door 01 Liser. LISER ADMBNISTRATOR
2080821002938 |Dwor Locked Dipor, A2-20-1F-TT. Door 1 Door. A2-20-1F-T7. Doar 01
80821 852%2)  |Door Unlocked Dioor AZ-20-1F-TT: Door 1 Liser LISER ADMINISTRATOR
20080821 09.2%16  |Door Locked Door A2-20-1F-TT: Dodr 01 Door AZ20-1F-TT- Daor 11
2048-08-21 552511 |Droor Unlocked Dinor: AZ-20-1F - TT: Doaor 81 Liser LIGER ADMINISTRATOR
20180821 00 2%07  |Doar Locksd Doar AZ-JO-TF-FT Dear 01 Disar AJ-20-TF-1T Dear 01
201580821 0925902 |Door Unlocked Dioor. A2-20-1F-TT. Door 01 Liser: UISER ADMENISTRATOR
20T8-02-21 02814 |Door Locked Door AZ-20-1F-TT: Dear 1 oo Ad-20-1F-TT: Daer 11

Top Control Bar
The regenerate button refreshes the report with new data if available.

The navigation buttons allow respectively to go to the first page, previous page, type a page number, next
page, and last page.

The print button allows to print the report.

The save button allows to save the report on disk.
Acrobat (PDF), CSV, Excel 97-2003, Rich text (RTF), Tiff, Web archive (mhtml), XPS document formats are
supported.

Bottom Control Bar

The bottom control bar allows to zoom in/out the report. Use the arrows, the scroll bar, type a percentage
value, or select a predefined zoom from the list.
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SYSTEM OVERVIEW

The system overview displays and allows management of all ATRIUM modules within the access control system.
From the system overview it is possible to see and control the inputs, outputs, readers, doors, areas, door
locks, relays, bell and tamper switches. It also display system logs for each ATRIUM modules.

From t_he Hardware tab, click on the System Overview icon.

. a s Blme A B

e i

~ Syetam Dverview |
{ -'-n -.-.um.-'; j [ T .-'.-::I-._] [ h . :- [ pasas |unr.u.-.J {mepert ) _.-‘-.n.- r_J- -u_m.r'a 1l r} 5 -|-m.|- 3 [ —— 3
{ Exgand A § § Colegan AN Ml
Y K22 p2-foo Couriis] | podule
m SR Dhipliy Narat ATD [1-Dcar Ceamalag
AdD [ -Dodr Controler (A3-20-25-041  Onlls Ty Froduc Codw AJ2M
A23 2-Doot Conliale U2-30-11-061 :"-* Sbeial Nusriae AF- 201577
TRty MAT Asicarsr OO EETCTRMITS
Faaden 17 Ak 192160154
ih Fierremate Vemaioes 42330050
Areds PLE Verzioas 42150050
3 Locks
‘ftege Eock
Rk
Temoe! Swiches
(0
Marrn Countar
AeaCTe Times
Wit Comerard Gitdd
Canerag
sl
Syt Logt

Under each controller and expander, the following information is available. Summary, status and control are
available for each device or setting.

Device | Refer to

Events “Events” on page 63

Inputs “Inputs” on page 57

Outputs “Outputs” on page 62

Readers “Readers” on page 86

Doors “Doors” on page 46. All doors for the selected controller and its sub-
modules are listed.

Areas “Areas” on page 39

Door Locks “Door Lock” on page 80

Voltage Lock

Relays “Relays” on page 55

Bells (AC22 only) “Bells” on page 82

Tamper Switches “Tamper Switches” on page 85

Macros “Macros” on page 88

Macro Counter “Macro Counter” on page 91

Macro Timer “Macro Timer” on page 93

Macro Command Group

Cameras “Cameras” on page 100

Emails “Emails” on page 98

System Logs Reserved for technical support.
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MODIFYING A CONTROLLER OR EXPANDER MODULE

From the Hardware tab, click on the System Overview icon, select a controller/expander module from the
list and click on the Properties button.

5 Cx N
£\ Module Properties
r General Information — — ) ( Time Zone Y E-mail Settings w
Dispiay Name:|a22 I2-Door Cor}t_rp_l_!er]J_ Network Settings Y Card Enroliment w
Product Code: | AZZM ~Options
Serial Number: ¢ (5 Uses DHCP )
Firmware Version: 4 MAC Address: | 00:1E:CC:02:20:76
IP Address:
Gateway: 68.1.
Subnet Mask: 255.255.255.0
DNS IP Address: 192,768.1.7
|
Software Port: I 0000 _’;|
Web Port:| 80 [
Module Connection Key:
Password:
Confirm Password:
(1- Advanced Options w

General Information
Allows to change the display name. All other information are read only.

* Display Name: Identifies the controller/expander throughout the ATRIUM software. We
recommend using a name that is representative of the controller/expander module.

e Product Code: Indicates the module product code; AC22 for the ATRIUM 2-Door Controller, AX22
for the ATRIUM 2-Door Expander, etc.

¢ Serial Number: Indicates the serial number for the controller/expander module.

¢ Firmware Version: Indicates the current version of the module’s firmware.
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NETWORK SETTINGS (CONTROLLER ONLY)

|‘I Time Lone T E-mmail Setlings I'j
Allows to define the 2-Door Controller’s network communication Metwork Settings [ cCard Enraliment I
settings. - Options
) , (= Uses DHCP b,
Either enable Uses DHCP or enter the 2-Door Controller’s LAN _
communication settings. i
P Addreps | 152 18
¢ Uses DHCP: When selected, the 2-Door Controller Gtewanrs| 16

obtains an IP address automatically from the network’s
DHCP server.

Cubmet Masis
DRS BP Address: 1
Soltwane Port: | 10000 =

. . ek P 8
The following parameters are only available when Uses DHCP sl
~Module Connectian Key:

is NOT selected. Passward

e MAC Address: Indicates the MAC Address of the Canfum Padior
selected controller module. This field is read only.

o IP Address: Enter the IP Address of the controller module.

e Gateway: Enter the network Gateway address.

Subnet Mask: Enter the network subnet mask.
DNS IP Address: Enter the DNS IP address.

Software Port: Select or enter the network software port number(Default= 10 000).

Web Port: Select or enter the network web port number (Default= 80).

Module Password: Enter module password. The default password is “admin”.

Module Confirm Password: Re-enter module password for confirmation.

CARD ENROLLMENT (CONTROLLER ONLY)

Defines the period within which a card must be presented to a reader to start adding/removing cards when
using the 2-Door Controller’s on-board card enrollment button (Refer to the 2-Door Controller instruction
manual for more information). This time is also used to exit the enrollment mode when no more new cards are
presented during this period.

( Time Zone Y E-mail Settings w
( Network Settings Y Card Enrollment
Options
R
Detection Delay (seconcls):| 300 }z‘i
Default USB Reader Format: (Eﬁ—bit ')

e Detection Delay (seconds): Change the detection delay if required. The default setting is 300
seconds (5 minutes).

o Default USB Reader Format: Change the reader format if required. The default setting is 26-bit.
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TIME ZONE (CONTROLLER ONLY)

Time zone configuration is used to tell the controller when to change its time for daylight saving. The time itself
is automatically set whenever a PC connects; the module uses the PC’s time and date.

|'f Network Settings T. Card Enrollment W
Jf Time Zone W E-mail Settings \I

~General Information

Time Zone: | (UTC-05:00) Bogota, Lima, Quito, Rio =

~ Daylight Saving Time

Starts on the first: CSU”E‘ES" "].
Following: 2015-03-07 02:00 B

Ends on the first: (5'-1”':'35" ':]
Following:| 2015-11-01 02:00 |=|

Offset:| 0L1:00

General Information

o Time Zone: Select the time zone reference based on the UTC time and offset.

Daylight Saving Time

The following fields determine the start and end times of the daylight saving period.

Starts on the first: Select either <Fixed Date> or a “day of the week” the daylight saving period starts.
e <Fixed Date> is used when the daylight saving period starts the same date every year.

e Sunday to Saturday is used when the daylight saving period starts the same day of the week
every year.

Following: Enter the date and time using the “yyyy:mm:dd hh:mm” format or click the icon on the right side
of the field to select the following date and time.

e This date will be used to determine what will be the next date on the day selected in the “Start on
the first” field. For example if the daylight saving starts the first Sunday of April at 2 o’clock in the
morning, enter 2011/04/01 02:00. If the daylight saving starts the second Sunday of April at 2
o’clock in the morning, enter 2011/04/08 02:00.

Ends on the first: Select either a <Fixed Date> or a day of the week the daylight saving period ends.
e <Fixed Date> is used when the daylight saving period ends the same date every year.

e Sunday to Saturday is used when the daylight saving period ends the same day of the week every
year.

Following: Enter the date and time using the “yyyy:mm:dd hh:mm” format or click the icon on the right side
of the field to select the following date and time.

e This date will be used to determine what will be the next date on the day selected in the “Ends on
the first” field. For example if the daylight saving ends the first Sunday of November at 2 o’clock in
the morning, enter 2011/11/01 02:00. If the daylight saving ends the second Sunday of November
at 2 o’clock in the morning, enter 2011/11/08 02:00.

Offset: Select the daylight offset time in hour and minute (hh:mm).
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EMAIL SETTING (CONTROLLER ONLY)

Email setting configuration is used to tell the controller from which email will be send email notification.

See page 98 to configure email notification.

( Network Settings Y Card Enrollment
(" Time Zone Y E-mail Settings

~Server Information

S

Use this email address _'thn_srr__l_i_t_h_@_cdyi_:cﬂ
SMTP Server

(&1 Default SMTP Port )
SMTP Part | Default

~User Login

User:

Password:

([I Enable Encrypted Connection (SSL) )

Server Information
¢ Use this email address: Enter the sender email
e SMTP server: Enter sender email SMTP server
e Default SMTP Port: Default SMTP port is 25 and work’s for majority of server.
¢ SMTP Port: Uncheck “"Use Default SMTP port to enter manually a specific port number.

User Login
e User: Enter user login ID
e Password: Enter user login password

 Enable Encrypted Connection (SSL): Check if sender email use SSL.
GMAIL SSL certificate is pre-loaded. (GMAIL default SSL port is 465 and TLS port is 587).
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ADVANCED OPTIONS
Monitoring

Displays the monitored system’s voltage and current values.

~  Advanced Options

MunitoringY Primary PowerY BatteryT Integ.raiionw

(‘ Refresh )
~ Primary Power Battery
Charging: ]
Voltage (V): | 24.348 Voltage (V) 0.000
Current (A): | 0.000

rSmart Supply Qutput

Voltage (V): | 12,660

Current {A); | 0.264

[ Save ] ( Cancel ]

Refresh button: Refreshes the voltage and current values.

Primary Power (Controller and Expander only)

- Voltage (V): Indicates the voltage supplied to the module.

Smart Supply Output (Controller and Expander only)

- Voltage (V): Indicates the voltage supplied to devices.

- Current (A): Indicates the current used by the connected devices.
Battery (Controller and Expander only)

- Charging: Indicates, when the Charging check box is selected, that the battery is
currently charging.

- Voltage (V): Indicates the actual battery charging voltage.
- Current (A): Indicates the actual charging current supplied to the battery

Primary Power

@ Advanced Options

Options

Meonitoring | Primary PuwerY Batteer Integralinn\l

Fail Delay {m): 0

Restore Delay (m): | 0 I"S"i

Fail Delay (minutes): Value between 0 and 65534 minutes that represents the amount of time
before sending power failure event message.

Restore Delay (minutes): Value between 0 and 65534 minutes that represents the amount of time
before sending power restore event message.
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Battery

= Advanced Options
r' Mnnitoring\r Primary PowerY B-atteer Integration\l
F}ptions

Current:

e Options
- Current: Select the maximum current that will be used to charge the battery; 250mA (Default),
320mA, 500mA or 1A.

Integration

=
= Advanced Options

( MonitoringY Primary PowerY Batteer Integrationw
Options

Intrusion (Alarm) Integration []
CNIL (Delete events after 90 days) []
Unlock if Armed []

Dont Show Arming Status []

Master Controller 3

e Options

- Intrusion (Alarm) Integration: When selected, activates the intrusion integration feature.

- CNIL (Delete events after 90 days): When selected, the module will only keep record of the
past 90 days

- Unlock if Armed: When selected, the doors within the armed area can be unlocked if the user
has permission (can arm/disarm)

- Don’t Show Arming Status: When selected, the LED status of the readers within the armed

area will return to normal, as to not indicate the armed status.

- Master Controller: When selected, activates the controller to be “Master” controller. The
“Master” controller will manage the data (doors, users, schedules, etc.) among all
sub-controllers and expansion modules.

DELETING A MODULE

To delete a module, select the module from the list and click on the Delete button. Deleting a controller
automatically deletes the controller itself as well as all attached expander modules. However, the distributed
entities (users, cards, schedules, etc.) are not deleted. A dialogue box will appear requesting confirmation.

Dashboang Hardhwans Advanced Configurasion Actounks

L AfIiEe @ F

| Systeen Ovorview |
| Fropertes. [ Dedede l J L Upiosd Femwarg l '-:l-pr.-.-_] L Locate t_J L Synchronine E_J | Reboot 3 | Restore Factory Defaults _,l
{ zepand an ) [ Cottagse all_} | adule
| A (2-Dopr Condretier
# Cpntclion Properies WD Miachts
Ad-10-23-05 Dispily b A2 {2-Dodr Comraler]

Fails Prodact Codde: A22

Inpeits Senal Number: AZ-20: 2304

Dubputs MAC Addepss: IETECCT

Readers P Addepss 15

Doors Elrmurnen lmreien: & S0 A1EA
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REPLACE

Replaces a defective and offline module that has been physically replaced. Only available for offline modules.

Dasboard ssdhware Advariad Confuesteh Apooea
- (8l T e @Q B

larswac

Systees Ovarview |

"_.ﬂ-] k Ml i I j d Hirmmrte Bl fagart_ _J.—..' f, Smehean ._L..: e Ml A
P RE—
[ Expand s J{ Comapre AN} ! Module

4 Cornggtion Properbes - o Module
Froduscr Code
Sarusl Number, AZ-20-23-D5

Famiwane Vergom

"+ Sottware Merts | i Offline

s bl | (USER ING TALLER (nitalis e
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To replace a controller:

1. Make sure that the NEW controller is connected. o
g;’:*-\ Module Replacement Pom—
2. Select the controller that is defective from the list, o
“OFF LINE"” and click on the "Replace” button. ( Rito oietea j

3. The controller "Module Replacement” window will open, ||-Options

click on “Auto-Detect” to find new controller. Display N

Serial Number:
4. Select the new controller from the list and click OK. URL Addressi|
Software Port: |Lcr—|

5. The “Module Replacement” window will appear again,

then enter "Module Connection Key” password. Madile Bonnection ey,
The default connection key password is “admin”. (save ) (cancel )
Click OK.

6. The new controller will synchronize automatically

A5, Feleet Comtralier "'“'*_l
Batopd B it Timisi: [ i o e Ui [0
WD3LT - AL B D Contichie] AIZZ 5204 115 | 100004 DOT-1RL20 LT i
|
i
To replace an expander module:
1. Make sure that the NEW expander is connected. - [—x ]
. . £ Module Replacement
The controller will detected automatically.
2. Select the defective expander ("OFF LINE") Module: { _')
from the list and click on the "Replace” button. (oK )

3. The expander “Module Replacement” window will open.
4. Select the new expander from the drop down list and click OK.

5. The new expander will synchronize automatically

The configuration from the old module will be transferred to the new module, including the non distributed
entities (inputs, outputs, areas, tamper switches, etc.).
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UPLOAD FIRMWARE

Upgrades the selected controller or expander module with a new firmware.

S —
. System Chwerview |
e \ / R o ’ b = Yrs \
(‘Properties } { Detese } [ reptace J |0 Upload Firmware } [ #lzport J . Locate ]J | Synchronize ]_J i Meboot ) | Festore Factory Defauhz )
':: Expard ANl -_J 'J- Collapye All -l Madule
a2 | 2-Droor Contrallern]
4 Conmction Propérties  Online L Module
RS e B T T = | el Display Mante: A22 {2-Door Contralier]
- - e | Evirnits iy
£37 [2-Door Controller) (A2-20-23-05) | Froduct Code: AZZM
| Input: 3 -
AZ 2 [2-Door Controfler] (A2-20-1F-DE), [ o Serial Number: A2-20-1F-T7
[ -
[t WMAC Address: 00 1ECCO220:76
| Rraders IP Address: 192.168.1.84

e Select one of the controller or expander module and click on Upload Firmware.

Firmrmar e l.lpllh.t |
!I-me Pati =
| | s
!I [ Upate o 0 t : m---'m-.}
| Corgiay rans | rtcaute et = | Sustus | orocue Cage | Fimware vemsen | PO version | version 12 eat Prageen | Action
422 [2-Door Controlied]| a2:20-23.05 | i | a2z 47550150 | 42350130 | =
b ier]| AJ 3 AF<0E | . AZF AR | AFF50150 ¥ |

e Save the new firmware file in folder.
e Click on Update All to update all modules automatically.
e To update a module individually, select a Version to Install and click on Update.

- When updating modules manually it is recommended to first update the expander(s), then
sub-controller(s) and finally the master controller.

LOCATE

Allows to find a module when the serial number of the module has been removed or is not legible.

| R TR
Drashibosnd sdardvarns Advancid Confguration Aoty

Depilay Mame &3 [2-Dnor Cotroier]

Frocuct Code A2

To locate a module:

1.Select the module to locate.
2.Click on the Locate button.

3.0pen the door of each module’s metal box, the corresponding module’s GLOBAL -STAT LED will be
flashing rapidly. Refer to the module instruction manual for more information.

4.Click on Stop Localization to exit the locate mode.
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SYNCHRONIZE

Synchronize the selected controller or expander module.

£ Agrum - banal
Daxkbowd Ha Dware ANIOCR] LOMIgUrSnoD ADDCUN

Moduk
A7 [2-Daor Comtraiied]

AL SN

ligaaty
AQY 3 Dt Contraies] (A2-20-1F [, ¥
Dupus
LPTEE
i Ticpmaare Werpon 4 955 150
Areas [ i A K TIAD

e Synchronize: This will sync the differences between the PC software database and the Panel
database

e Complete Reload: This will delete the PC database and upload 100% of the data coming from the
Panel database

REBOOT

Shuts down and restarts the selected controller or expander module.

- .1 . :I"'_@ H‘

| Mepeat ) [ Locate i—_,} Symchrinite IJ Fietatid J Resicer Factory Delauis.

3 j2-Dipor Coniratier] Module
AZTONETT Drephy Names A2 [2-Door Conmrolier]
Product Code: A22H

i

Select the controller or expander module to be rebooted.

Click on Reboot.
Click Yes to confirm.

RESTORE FACTORY DEFAULTS

Restores the factory default configuration settings.

Caniaomr Aarlaare Acrwnnsed Comfigpurassn Aptouey

c Aas I Q B

[ Pt s (" wiale Uipinad Fetmware ) l.-:-| el J Locale ]-_-_J Synchiohite I.-_J' il
I Expand AN L |
i AZ2 12-Doer Comrofier] Module

C | AR MLAFTT

MIAD Adiness’ DO TECT 002 TS
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LOCKS

Typically, the locks are used to control the door lock devices such as door strike and electromagnetic devices.

Each controller includes two door locks and supports up to four 2-Door Expansion Modules which provide an
additional 2 door locks each. Therefore, each controller can monitor the state of up to 10 door locks.

(o)

( Properties } ([:J Show Status ) Show Allw

| Enabled | Disptay Name | 1D | Module Serial # | Reversed Logic
| & |Doorlock01 |1 |A2-20-1F-77
& | Doorlock02 |2 |A2-20-1F-77
1
2

| Door 01 Lock A2-20-1F-DE
i Door 02 Lock A2-20-1F-DE

O|o|o|io

MODIFYING A DOOR LOCK

From the Hardware tab, click on the Locks icon, select a lock from the list and click on the Properties button.

,ﬁ\ Door Lock Properties

 General Information ( Notes 1
Display Name: | Door Lock 01 H  Notes
@ Enabled )
(D Reversed Logic )
r Voltage Lock Properties
Entity: (Vlock 01 (A2-20-1F-77) v)
~Relay Properties
Entity: (Relay 01 (A2-20-1F-77) D!

(+ Advanced Options

General Information

o Display Name: Identifies the door lock throughout the ATRIUM software. We recommend using a
name that is representative of the door lock output.

¢ Enabled: When selected, activates the usage of this door lock.

¢ Reversed Logic: When selected, reverses the logic from either normally closed (N.C.) to normally
open (N.O.) or vice-versa. Refer to Jumper Settings from the module instruction manual for more
information on N.C. and N.O.

e Voltage Lock Properties: The voltage lock entity is set by default

¢ Relay Properties: By default the relay associated with the voltage lock is selected.

Notes Tab

Use the Notes text field to record any additional notes that may be required. We recommend that you
keep a log of what settings were changed and when they were changed.
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Advanced Options

|~ Advanced Options

Viodtage (V)
Currnt (AR

Monitoring
¢ Refresh button: Refreshes the voltage and current values.
- Voltage (V): Indicates the voltage supplied to the door lock device.
- Current (A): Indicates the current used by the connected lock device.

SHOW STATUS CHECK BOX

When enabled, displays the status of the door locks for a period of 5 minutes.

l Door Locks

( Properties ) (D Show Status )
|Acti\fe Display Name | 1D | Madule Serial # | Status | Reversed Logic
| g |Door02lock |2 |00-00-04-0F | il O
| | |Door01lock (1 |00-00-05-37 D 0
[ |Door02lack (2 |00-00-05-37 [ 5 O
.s. 148
= Legend
L Unlocked CL'.‘ Trouble
B: Locked ¢ Unknown
Legend
ICON ‘ NAME ‘ DESCRIPTION
P_ Unlocked Indicates that the door lock is not activated.
=]
|_1 Locked Indicates that the door lock is activated.
f_:.- Trouble Indicates that the state of the door lock supply is short circuited or overloaded.
5 Unknown Indicates that either the module is not synchronized or the module has an older
* firmware version that is not compatible with the ATRIUM application.

Save Button

Use the save button to save changes.

Cancel Button

Use the cancel button to ignore changes.
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BELLS

The ATRIUM controller provides one bell output that can be used to drive one or several bells connected in
parallel. Refer to the 2-Door Controller instruction manual for more information.

From the Hardware tab, click on the Bells icon.

TR

( Properties ) (;—".cti'.-'aie 1 ( Reset )

Active % Display Name [Iid; Madule Serial # | Status | Cutoff Delay

—_——— e )
e 000 OF T

i
Dl 0 = 00000 =
[ | S| Bt ¥

:
e

H|1f1

= Legend
| Off ;_%1 i Trouble
'.' Cn Y Unknown
Legend
ICON ‘ NAME ‘ DESCRIPTION
Off Indicates that the bell is not activated.
‘ Oon Indicates that the bell is activated.

Indicates that the state of the bell is either missing (absent), short circuited
ri-l:l Trouble
or overloaded

Indicates that either the module is not synchronized or the module has an
older firmware version that is not compatible with the ATRIUM application.

Unknown

= )
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MODIFYING THE BELL

From the Hardware tab, click on the Bells icon, select the bell from the list and click on the Properties

button.

P [

“0. Bell Properties I
~General Information 3 Notes ]
Display Name: Bell 01 Notes
lj'._'l Active )
Cutoff Delay (minutes): | 4 !';JI
(V Advanced Options W
| Save Cancel

General Information

+ Display Name: Identifies the bell/siren throughout the ATRIUM software. We recommend using a
name that is representative of the bell/siren.

 Enabled: When selected, activates the usage of the bell/siren.

¢ Cutoff Delay (minutes): Type a value between 0 and 1000 minutes (Default: 4 minutes) that
represents the amount of time the controller will maintain the bell active.

Notes Tab

Use the Notes text field to record any additional notes that may be required. We recommend that you
keep a log of what settings were changed and when they were changed.

Advanced Options - Monitoring

Displays the monitored bell’s voltage and current values.

Monitoring

Refresh )

Voltage (V):

Current (A):

| Save ) I.f Cancel ]

Refresh button: Refreshes the voltage and current values.
e Voltage (V): Indicates the voltage supplied to the bell/siren device(s).

e Current (A): Indicates the current used by the connected bell/siren device(s).
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Save Button

Use the save button to save changes.
Cancel Button

Use the cancel button to ignore changes.

RESET

Cancel the override bell control, returning the bell to its current scheduled or event state.

ACTIVATE

Manually activates the bell overriding the activation delay.



INSTALLATION MANUAL

ATRIUM
Software V4.31

TAMPER SWITCH

Tamper switch detects when the cabinet door is opened or when the cabinet is removed from the wall.
Each controller and expander may have 2 tamper switches per cabinet, a wall and a door tamper switch.

However, even when both are installed, only one tamper instance is monitored by the ATRIUM software per
module box since they are connected in series.

From the Hardware tab, click on the Tamper Switch icon.

Tamper 5witchw

(i'u::g:erté-?s) (' )

 Enabled | Display Name | ID | Module Serial #
' B | Tamper 1 | A2-20-1F-77

| & | Tamper 1 | A2-20-1F-DE

MODIFYING THE TAMPER SWITCH

From the Hardware tab, click on the Tamper Switch icon, select the tamper switch from the list and click on
the Properties button.

&0\ Tamper Switch Properties

r General Information Notes

Display Name: f__Tqmpe_ij Notes

@ Enabled )

Cancel )

General Information

¢ Display Name: Identifies the tamper switch throughout the ATRIUM software. We recommend
using a name that is representative of the tamper switch.

e Enabled: When selected, activates the usage of this tamper switch.

Notes Tab

Use the Notes text field to record any additional notes that may be required. We recommend that you
keep a log of what settings were changed and when they were changed.

Save Button
Use the save button to save changes.

Cancel Button
Use the cancel button to ignore changes.
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READERS

Readers such as keypad and proximity readers are used to request access to an area via a door.

Each controller includes two readers and supports up to four 2-Door Expansion Modules which provide two
readers each. Therefore, each controller can monitor the state of up to 10 readers.

From the Hardware tab, click on the Readers icon.

H;:ad.trsw

':’ Properhes :J : :I -: Show Allr

Enabied | Display Name |10 | Module Senal # | Bed LED Green LED Buzzer LED color mode
., Reader 01 1 | AZ2-20-1F-F7 Reader 07 Red Light | Reader 01 Green Light | Reader 01 Buzzer | COVI (Red, Green & Blus)
] Reader 02 2 | AZ-20-1F-T7 Reader 02 Red - Light | Reader 02 Green Light | Reader 02 Buzzer | COVI (Red, Green 8 Blue)
| Reader 01 1 | AZ-20-1F-DE Reader 07 Red Light | Reader 07 Green Light | Beader 01 Buzeer | COVIE {Red, Green & Blue)
by Reader 02 2 | Ad-20-1F-DE Resader 02 Red Light | Beader 02 Green Lght | Reader 02 Buzzer | COVE (Red, Green 8 Blue)
i Reader 07 1 | A2-20-23-05 Reader 07 Red Light | Reader 01 Green Light | Beader 01 Buzeer | COVE (Red, Green S Blue)

Reader 02 £ | AL-20-23-05 Reader 02 Red Light | Reader 02 Green Light | Feader 02 Buzzer | OOV (Red, Green & Blue)
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MODIFYING A READER

From the Hardware tab, click on the Readers icon, select a reader from the list and click on the Properties
button.

5‘?& Reader Properties

~General Information |' Notes 1

Display Name: Reader 01 _Notes

@ Enabled )
LED color mode: (_CDVI (Red, Green & Blue) -)

Red LED Output: ( Reader 01 Red Light (A2-20-1F-77) v )

Green LED Output: (_Reader 01 Green Light (A2-20-1F-77) ~ )

Buzzer Output: (_Reader 01 Buzzer (A2-20-1F-77) -)

General Information

¢ Display Name: Identifies the reader throughout the ATRIUM software. We recommend using a
name that is representative of the reader.

¢ Active: When selected, activates the usage of this reader.

¢ LED color mode: Identifies if the reader has a 2 or 3-color LED. Choices are Generic (Red &
Green), CDVI (Red, Green & Blue) and Digital-F (Feedback).

e Red LED Output: If there is a red LED associated to the door reader, select the red LED’s output
name, otherwise, leave it unassigned.

e Green LED Output: If there is a green LED associated to the door reader, select the green LED’s
output name, otherwise, leave it unassigned.

e Buzzer Output: If there is a buzzer associated to the door reader, select buzzer’s output name,
otherwise, leave it unassigned.

Notes Tab

Use the Notes text field to record any additional notes that may be required. We recommend that you
keep a log of what settings were changed and when they were changed.

Save Button

Use the save button to save changes.

Cancel Button

Use the cancel button to ignore changes.
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MACROS

Macros are used to cause an action on a device when triggering on an event. The macro instructs a device to
perform a specific action like Activate Relay, Lock Door (Latched), etc.

The ATRIUM application allows the creation of a macro by selecting the trigger event and the resulting
command. Up to 100 macros can be created.

@ All macros of the ATRIUM access control system are saved on the 2-Door Controller module.

From the Advanced Configuration tab, click on the Macros icon.
Select the Macros tab and click on the Add button.

i Dashboard Hardwara Advanced Configuration Accounts
b 4
lacros |E-Mails Cameras
Programming
|'. Macros ] Counters | Timers l Command Groups |
8 I ] " -5
[.\ Asidd i‘\ es [ Delete |
| Enabted | Deplay Name 10 | Module Serial # | Linked 1o
Increment Count 1 | A2-20-1F-77
Decremant Count 2 | AZ-20-1F-T7
Actvate Relay 3 | A2-20-1F-77
Card Counter Test Macra | 4 | A2-20-1F-77
Card Counter Resaq 5 | A2-20-1F-T7
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ADDING A MACRO

g{(}l Macro Properties s
r General Information s
Display Name:” ] Mot L
~Notes
@ Enabled )
Schedule:K = ! )
r Trigger Event
Type: (Qutputs v)
Event: ( Output Deactivated v)
Event Detail: ( )
Enﬂty:K v ! )
User; ( | )
r Outcome
Type: (Outputs v-)
Command: (Deactivate Output v)
Em[ty:K - ! )

General Information

o Display Name: Identifies the macro throughout the ATRIUM software. We recommend using a
name that is representative of the macro.

e Enabled: When selected, activates the usage of this macro.

e Schedule: Select the schedule which will define when the macro can be used.

Trigger Event (see “Trigger Event”, page 90 for details on “Trigger Event’’)
e Type: Select the type of device/action with which the macro will be triggered.
e Event: Select by which event the selected type will trigger the macro. Empty means any event.

e Event Detail: Select by which event detail the selected event will trigger the macro. Empty means
any event detail.

¢ Entity: Select by which entity of the selected type the macro will be triggered. Empty means any
entity.

e User: Specify by which “User” the macro will be triggered. The “User” list is only available when
the type “Area” and one of his event is selected (Access to area granted, access to area denied,
user entered area and user exited area).

Outcome (see page 91 for details on “*"Outcome’’)
e Type: Select the type of device with which the macro will do a resulting command.
e Command: Selecte which command the selected type will do.

o Entity: Select the entity of the the selected type with which the macro will do a resulting command.
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TRIGGER EVENT

Select the device type, the event and the entity that will be used as the trigger event. The entities are listed
with the format “Module Serial #: Display Name”.

Type | Event

Access Granted, Access Denied, Area accessed, Area Alarm Restored, Area Armed, Area
Areas Arming Request Sent, Area Disarmed, Area Disarming Request Sent, Area exited, Area
Intrusion

Added, Battery Absent, Battery Absent Restored, Deleted, Edited, Low Battery, Low Battery

Batteries Restored

Deleted, Edited, Enrollment mode started via input alarm, Enrollment mode started via
Card Enrollment Programming Card, Enrollment mode started via controller button, Enrollment mode stopped,
Enrollment mode stopped via Programming Card, Enrollment mode timeout

Added, Deleted, Door Alarm/Ajar, Door Alarm/Ajar restored, Door Bypassed by Emergency
Input, Door Closed, Door Disabled, Door Enabled, Door Forced, Door Forced Restored, Door
Lock, Door Locked, Door Open, Door Power Restored, Door Power Trouble, Door Pre-Alarm,
Door Pre-Alarm Restored, Door Relocked (First Access/First Man in Cancelled), Door Restored

Doors by Emergency Input, Door Trouble (Contact), Door Trouble (Lock), Door Trouble Restored
(Contact), Door Trouble Restored Lock, Door Unlocked, Door Unlocked by “First Access/First
Man In”, Door Unlocked by Operator, Edited, Lockdown access granted, Lockdown started,
Lockdown stopped, PIN missing, User Entered using Door, User Exited using Door

Firmware Added, Deleted, Edited, Firmware Update Completed, Firmware Update Started, Firmware
Validation Completed, Web Page Update Started

Holidays Added, Deleted, Edited, Holiday ended, Holiday started

Inputs Added, Deleted, Edited, Input Closed, Input Opened

Lockdown Added, Deleted, Edited, Lockdown started, Lockdown stopped

Added, Deleted, Door Lock Activated, Door Lock Bypassed by Emergency Input, Door Locked
Locks Deactivated, Door lock power restored, Door Lock Power Trouble, Door Lock Restored by
Emergency Input, Edited

Added, ATRIUM PC Service Logged In, ATRIUM SDK Logged In, Deleted, Edited, User Locked

Login Out-Permitted login attempts exceeded, User login-ATRIUM software, User login-ATRIUM web
page

Macro Counters Added, Deleted, Edited,

Macro Timers Added, Deleted, Edited, Macro Timer has been reloaded

Modules Added, Deleted, Edited, Expander replaced, Module replaced

Outputs Added, Deleted, Edited, Output Activated, Output deactivated

Added, Deleted, Edited, Primary Power Failure, Primary Power Failure Restored, Primary Power

Primary Power Trouble, Primary Power Trouble Restored

Readers Added, Card Read, Deleted, Edited
Relays Added, Deleted, Edited, Relay Activated, Relay deactivated, Relay pulse mode activated
Schedules Added, Deleted, Edited, Schedule ended, Schedule started

Smart Supply Added, Deleted, Edited, Smart Supply Trouble, Smart Supply Trouble Restored

Outputs

Sub-Controllers Module Missing, Module Reconnected

Tamper Switch Added, Deleted, Edited, Tamper Restored, Tamper Trouble

User Added, Deleted, Edited, User counter has been decremented, User counter has been set, User

counter has reached zero
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OUTCOME

Select the device type and the command then select the entity on which the command will be applied. The
entities are listed with the format "Module Serial #: Display Name”.

Type | Command

Areas Arm, Disarm
Doors Disable_access (reader), Enable access (reader), Grant Access, Lock Door (permanent), Reset
Door, Timed Unlock, Unlock Door (Latched)
Inputs Bypass, Unbypass
Lockdown Start, Stop
Outputs Activate Output, Deactivate Output, Timed Activation
Relays Activate Relay, Deactivate Relay, Timed Activation
Notes Tab

Use the Notes text field to record any additional notes that may be required. We recommend that you
keep a log of what settings were changed and when they were changed.

Save Button

Use the save button to save changes.

Cancel Button

Use the cancel button to ignore changes.

MODIFYING A MACRO

Select a macro from the list and click on the Properties button. See “"Adding a Macro” on page 88 for more
information.

DELETING A MACRO

Select the macro from the list and click on the Delete button. A dialogue box will appear requesting
confirmation.
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ADVANCED MACROS

Atrium now offers Advanced Macros, with these, you can program functions to be performed on any event in
real time.

These functions will be managed entirely by the Atrium Panel and can be triggered by either a local event or on
an event coming from other panel. Resulting commands can also be executed locally or on another controller.

MACRO COUNTER

Generic, power and flexible counters allow you to tally and manage occupancy in real time.

Examples for a macro counter application include parking lot management and user group management
(limiting the number of people in a fitness center or on a production floor).

From the Advanced Configuration tab, click on the Macros icon. Select the Counters tab and click on the
Add button.

Daghboard Hardware Advanced Configiration Arcounts

[

-

aeros | E-Rpils AMEras

f‘.':_:u:;l.:|1'.l"|r:-§;.
|- Hi:m:.'lf Counters I Tim:rs.'[. Command Gmup:."
-_ — |'_-. — ‘_] - :-:I N— I 3 _‘-.. — |
| enabiee | Disptay Name | 0 | Maduie senat # | Counter vaiue | Counter Mavimum vaiue | action
" | 1 Ad-20=-1F=17 05 5 Set Value j

Pariang count

ADDING A MACRO COUNTER

g‘& Macro Counter Properties
r General Information ol
Display Mame; H ] N
~ Notes
@ Enabled )

r Options

(D Auto Reload on Boot Up )

(D Auto Reload on Zero value )

(D Auto Reset on Count Maximun value )

(D Allow Overflow on Count Maximun value )

Counter Maximum Value: | 0 iD: I
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General Information

* Display Name: Identifies the macro counter throughout the ATRIUM software. We recommend
using a name that is representative of the macro counter.

¢ Enabled: When selected, activates the usage of this macro counter.

¢ Module: Select which module the macro counter will be saved on.

Options

e Auto Reload on Boot Up: When selected, the counter will reset to the Max value after the board is
rebooted (due to power failure or service).

¢ Auto Reload on Zero Value: When selected, the counter will reload to the maximum value once
the count reaches zero.

¢ Auto Reset on Count Maximum value: When selected, the counter will reset to zero when the
count reaches maximum value.

e Auto Overflow on Count Maximum value: When selected, this allows to count to exceed the
maximum value.

e Counter Maximum Value: Set the counter’'s maximum value.

Notes Tab

Use the Notes text field to record any additional notes that may be required. We recommend that you
keep a log of what settings were changed and when they were changed.

Save Button

Use the save button to save changes.

Cancel Button

Use the cancel button to ignore changes.

MODIFYING A MACRO COUNTER

Select a macro counter from the list and click on the Properties button. See “Adding a Macro Counter” on page
93 for more information.

DELETING A MACRO COUNTER

Select the macro counter from the list and click on the Delete button. A dialogue box will appear requesting
confirmation.
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MACRO TIMER

Macro Timers add the flexibility of timed actions to a macro.

From the Advanced Configuration tab, click on the Macros icon. Select the Timers tab and click on the Add
button.

-

Py Bashboard Hardware

Adiranced Configuranon AccoLns

AT

oo | B-kladls: Cameras

Demarasmming
ETOTamimHrg

|" Mn:ra:T. Counters '

AZ-20-1F-TT

'I'inu:n'ﬁ]'- Cammand Grnups"l
[ Add B Propertes W Dolote T Reoad Value and Start. | JI( Filresh J
[Enabled | Display Name [ 10 | Modute Serial # [ Linked to [ State | Timer vatue (seconds) | Current Timer Value (seconds) | Action
¥, B0 min timer |1 =

Cn 300 i 1]

{_ set vaive )

ADDING A MACRO TIMER

25\ Macro Timer Properties

~General Infermation

] Motes
Display Name: [ |
~Motes
(& Enabled )
~Options
T ey b
(L ] Auto Reload on Boot Up y
i‘:.J Peticdic J
Time {secondz) 0=

|
[ save ) (" cancel ]
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General Information

o Display Name: Identifies the macro timer throughout the ATRIUM software. We recommend using
a name that is representative of the macro timer.

* Enabled: When selected, activates the usage of this macro timer.

Options
e Auto Reload on Boot Up: When selected, the timer will restart after a system reboot.
e Periodic: When selected, the timer will repeat.

e Time (seconds): Set the amount of time (in seconds) the action will be performed.

Notes Tab

Use the Notes text field to record any additional notes that may be required. We recommend that you
keep a log of what settings were changed and when they were changed.

Save Button

Use the save button to save changes.

Cancel Button

Use the cancel button to ignore changes.

MODIFYING A MACRO TIMER

Select a macro timer from the list and click on the Properties button. See “Adding a Macro Timer” on page 95
for more information.

DELETING A MACRO TIMER

Select the macro timer from the list and click on the Delete button. A dialogue box will appear requesting
confirmation.
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MACRO COMMAND GROUP

Macro Command Groups allow the management of hardware groups, such as Doors, Areas, Inputs, Relays and
Outputs.

From the Advanced Configuration tab, click on the Macros icon. Select the Command Groups tab and click
on the Add button.

.-

Dashboand Hardware Advanced Conhguration Accounts

g

Macris | E-Mails. Cameras

Programming

|.:. Macms"[.. Cnunters:];: Timersc'i:- Command Groups 1
p——

| Enabilen | Display Name | 10 | Module Senal # | Command
[} test 1 | AZ=20=1F-TT Arga

ADDING A COMMAND GROUP

£\ Macro Command Group Properties

r General Information
Display Name:”

@ Enabled )

Module: ( b |>

] Notes
~ Notes

- Command Group

Type: (Qutputs v)

Entity: (Select Itemn v |D

Save Cancel

General Information

¢ Display Name: Identifies the command group throughout the ATRIUM software. We recommend
using a name that is representative of the macro command group.

e Enabled: When selected, activates the usage of this macro command group.

e Module: Select which module the macro command group will be saved on.
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Command Group
e Type: Select the type of device/action with which the command group will be triggered.

e Entity: Select by which entity of the selected type the command group will be triggered.

Notes Tab

Use the Notes text field to record any additional notes that may be required. We recommend that you
keep a log of what settings were changed and when they were changed.

Save Button

Use the save button to save changes.

Cancel Button

Use the cancel button to ignore changes.

MODIFYING A COMMAND GROUP

Select a command group from the list and click on the Properties button. See "Adding a Command Group” on
page 97 for more information.

DELETING A COMMAND GROUP

Select the comannd group from the list and click on the Delete button. A dialogue box will appear requesting
confirmation.



INSTALLATION MANUAL

ATRIUM
Software V4.31

EMAIL NOTIFICATIONS

Email notifications are used to notify the recipient of this e-mail on the status of the system. You can choose
which schedule, the type of entity and any specific event you wish to receive email notification. You must
configure the email setting, see page 73, for the email notification option to work correctly.

@ You must add the email notification on the module to which the entity type selected was connected.

From the Advanced Configuration tab, click on the Emails icon.

25 Dashboard Hardware I Adk‘an:cd-Ccn'-lq.ra‘.lcnI ACCOUNES
wigr
Aaoros | E-kla ils TR
¥ r_-_J imimar
(o E-naits)
{ add W rroperies JA Dotere Y Tesr B ) ]

| Enabled | Display Mame | 1D | Subject | Madude Serial # | To | E-mail Settings | Ons |

ADDING AN EMAIL NOTIFICATION
Click on the Add button. The following window will pop up.

. " o —_—
£ Email Properties .
- General Information ~ E-mail Infarmation
Dizplay Mame: | T |
I:::: Enabled J L
IS ~ Boc
Sehedule: | T I =
| : Subject
- Trigger Event Message
Type: I Outputs ]
Event f'i'.lulpul Deactivated rj
= =
: s ™
Event Detaik \_ A
e -
En k. et I il
fa "
User:_ I A
F e =
[ save } [ Cancel )
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General Information
* Display Name: Identifies the email notification display name
e Enabled: When selected, activates the email notification.

e Schedule: Select the schedule which will define when the email will be send.

Trigger Event

¢ Type: Select by which type of device/action email function will be activated.

Event: Select on which specific event email function will be activated.

Event Detail: Select on which specific event detail email function will be activated.

Entity: Select by which entity of the selected type email function will be activated.

User: Specify by which “User” the email will be triggered. The “User” list is only available when the
type “Areas” and one of his event is selected (Access to area granted, access to area denied, user
entered area and user exited area).

E-mail Information

¢ To: Enter email receiver

Cc: Enter carbon copy email receiver.

Bcc: Enter blind carbon copy email receiver. (other email receiver won't see is email address)

Subject: Enter email subject.

e Message: Enter any relative message of sending email.

MODIFYING AN EMAIL NOTIFICATION

Select an email notification from the list and click on the Properties button.

DELETING AN EMAIL NOTIFICATION

Select the email notification from the list and click on the Delete button. A dialogue box will appear requesting
confirmation.

TESTING AN EMAIL NOTIFICATION

Select the email notification from the list and click on the Test button. An email will be sent to the specified
address in the notification email.
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CAMERAS

See who is at the door and what is happening within ATRIUM’s web page. Up to ten IP cameras can be
associated to a controller and expanders. Configuring the camera is done via ATRIUM’s software or web page.

Supported IP cameras:
e AXIS P3304
e Vivotek FD8162

Supported formats:
e MIPEG

From the Hardware tab, click on the System Overview icon.
Highlight a controller in the list and select Cameras. Click on the Add button.

A maximum of 10 cameras may be assigned per controller.

Afrium - kanual
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ADDING A CAMERA

* ¥ “
£ Camera Properiies
= General Information y |" Live Feed -T' Motes |
Display hama; z
= )
(B0 Enabled 3
- Configuration
i©
i Find Camera :)
b Vivotek Camera j
Camera Configuration Wil I__)
Host URL:
Host Port: 80 =

Host User Name:
Host Passwiord;
Live Feed URL: D
Video User Name:
Video Password:
FTP URL:
FTP Port 21 =

FTP User Name!

FTP Password:
Stan Recording Command: | fogi-binfadmin/setviogitvid=1 =i -
\
End Recording Command: | fogi-bindfadmin/setviogitvid=0 ( > .l lk‘_ = } -.‘_‘ﬂ ] _.-EM
fﬁf'! Advanced Configuration jl

[- G ;I :- Cancel ?

General Information

e Display Name: Enter the camera display name. This name will appear in the list of cameras
added to the system.

e Enabled: When selected, activates the camera.

Configuration

obtain camera IP address and port setting. Vivotek model FD8162 has been pre-configured in ATRIUM

@ Before configuring camera, refer to the camera’s manual, web page or network administrator to
software. Other VIVOTEK models may also work.

¢ Find Camera: Click the Refresh button to find the camera(s) on the network. Once selected fill
out the fields accordingly.

When you fill out the field “Video User Name” and “Video Password”, this will automate the login
process when viewing the camera in ATRIUM’s web page. If this information is omitted, the camera
will request the username and password every time you view it.
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¢ Vivotek Camera:

When choosing “Vivotek”: The “VIVOTEK Properties” window will appear asking to fill out
general settings and set desired parameters:

20 Vivotel Camera Configuration i
hen LERL
Hest User Name:

Host Passwond:

Huost Port: 80 =
FTR LRL
FIP Part 21

FTP User Nam:
FTP Pagtwond

Start Recording Command: | fogi-bin/sdmimysabi.cgifvil=1

Erd Recardmg Command: | fege-infadmmistvcgiinl=0
Date & Tirme
Firnvaing Visrsion
'.J‘ Guery Inforration )| Host Name
Mogel Name
Serial Mumber

i = dAanasal tricpger 1 saue video clip fram viden stream 1 an
Sel Video Chip Event Pararnaiens i
L i 4 50 card

s r = = r ;
(( stant viteo Clip Recording } f__ Stop Video Clig Recdrding _:J'\_ Shaw Video Clips J

(ox )

Advanced Configuration

(L—J Advanced Configuration )

Advanced Configuration
Type: ( ')

Resolution Ratio: ( _ ')

Size Ratio:  Width: Height:

Sound: (£ Enabled

Type: Select one of the stream types.

Resolution Ratio: Select one of the resolution ratio.

Size Ratio: Manually enter the width and height of the screen.

Sound: If the camera has a microphone, enable the Sound selection.

needs to be fine tuned. This is usually not required. It is easier to select an alternative Stream profile

@ The “Type”, “Resolution Ratio”, and “Size Ratio” fields may be used if the Stream profile selected
to obtain the best results.

Live Feed Tab: The live feed of the camera can be viewed in the Live Feed Tab.

Notes Tab: Use the Notes text field to record any additional notes that may be required. We recommend that
you keep a log of what settings were changed and when they were changed.
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ASSOCIATE THE CAMERA TO A DOOR

From the Dashboard tab, click on the Doors icon, select/highlight a door in the list and click the Properties

button.
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In Advanced view,

associate the camera to the door by selecting it in the Camera field.

You can assign 2 cameras to one door. Simply assign a camera to both sides (Side A - Side B) of the

door. A maximum of 10 cameras may be assigned per controller.

o

& Vivotek Properties

Camera’s [P

Camera’s port (opticnal);

—

{:Save) | Can-::EE‘J

=

nfiguration | Events | Wotes |

ide A&
e

AZ-20-1F-77 Area Dooc = | : ]

Helocks On Door Open

Relocks. On Door Close

Can Be Lef Open

Broulle Swips

Lockdawen Enabiled

|

Update User Location One., =
(o Aevess Granted

D Dypen

Timing

Unlock Tire {secords])

Extencied Uinlock {sacords)

o0 Long Alanm {seconds]

—
= b

REX

- - I =
! =
Radier

{ Beader 01 (AZ-20-1F-77) = 1 -}

= =
Camera

Side B
Anea

(CA-30-1F-T7: Asea Doer 0= [ )

Conact rgut:
e
{_ Dood 0

o -
onact [AZ-2= I 4

"
| a | { Doot 07 Rt (AZ-20-1F-Trw

Reader:
~
=)

Iresade Fush Button

[ -

S B
Deeaibrolt

Lok
(_F«\e:rl-’.ln:l':ll [AZ e I |.

Comena

Apcess Maode

(. Normasl

mera Event == | Camera Events
Camesa Events = ‘_. _a amera Even |’\T"'
@ Decrement Counter - @ Dotrement Counter _}
~Unlock Dptions - e ~ Unlock Opticns -
{: Card I o and PIN } i Card I C . antl PN _}

Keypasd code

(C REX

— =
REX Schedule; |_SChadule Never

P 3

(=] Intariock On This Side
= T = 3
e ey vEar Rube (chaperoee)

Pitd Seheduta | Scheduls Never 1)

)

=] I:;:,n}m.'l code
A = =

BEX Schedule: [ Schaouln Always

ﬁ fo

_ even If Door 3;!.'.'" )
==

1= ingerkack O This Side _}

(=] Twe Man Ruls (chapenans) )




INSTALLATION MANUAL

ATRIUM
Software V4.31

INTRUSION (ALARM) INTEGRATION

Arm/disarm an intrusion detection system (burglar alarm) with a card The intrusion detection system must
support key switch arming.

These are the options and advantages when you implement this feature:

Select which cards have this capability.
0 Some cards may have the capability to arm and disarm.
0 Some cards may only arm.
o Some cards may only disarm.
e Present the card to the reader 2 consecutive times (double-swipe) to arm.
e Present the card once (single-swipe) to disarm.
e View the armed or disarmed status in real time within the ATRIUM software or web page.
e Arm or disarm the intrusion (alarm) system from your smart phone, tablet or any web-enabled devise.
e Use a simple mouse click to arm or disarm in the ATRIUM software.
e Monitor the alarm condition of the intrusion (alarm) system when it is armed.

e Let ATRIUM send an email when an intrusion (alarm) is detected.

ENABLING INTRUSION (ALARM) INTEGRATION

From the Hardware tab, click on the System Overview icon.
Select the Master controller from the list and click on the Properties button.
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& Duhbaard Advanced Configuistion Acteunts
= —
- ! w - ' @ H—
1 ks Bcdwyn  Bells  Temper Seich Aracers

System Overview| Inputs Dugpad

{ Syrtemn Chvorview |
._ Properties J{ Detete J 1| } |'_ Upsoad Firmware. J | Report ] ' Locaie I ) ‘;_ Symchionice i J L Betocs J | Rectors Faciory Defautts )
[ Eprand ALl } [ Costlsgma A ) Moduile
A2 [2-Door Controber
4 Corndcton Proy 2f { Module
= AR 20 F-TY

Display Mame: Al [2-Door Conrofe]

AP [2-Door Cortrolier (A2 [ Prosuct Coce: AZIM
Inputs - AZ-FORETT

A3 13-Door Controfier] (A2-20-1F-DE) | Sexigl Numbie: AZ-20-1F-T

| Dutperts WAL Addne: O01ECC02:20T5

|| featers > Adcdresi: 107168 184
Doz Firmeraarn Version: 42550150

| Aress PCE Marsion 42550150

|| Dl LidCies
|| Volisge Lok

Ralive
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From the Module Properties window, expand the Advanced Options tab.
Select the Integration tab and check/enable Intrusion (Alarm) Integration. Click the Save button

_,:f_'. Module Properties -
- General Information r Time Zone -‘|r E-mail Settings )
Display Mame: AL [2-Doar Controller) lf' Network Settings = "W" Card Enroliment \

Frofduct Codes

= Dptions
sl M .

Senal Numbe (:_ Lises DHCE _:I

Firmrware Viersion

MAL Address
1B Address

Gateway:

Subnet Mask:

DMS 1P Address:
Sofowars Port: | 10000 =

Web Port 8 =

Module Connection Key:

Password

Confirm Pasoword

—
- Advanced Options l

Mnnlt*:rir_ln:]; Frima-_rszY Bnl.‘l:l:_nr_

Options

Ilrll:rusiu:u [Alarrm) Integration £ I
CHIL {Debete events after 90 days) [
Undock il Asmed [
Dont Show Arming Status

Master Controller &

([ Save ﬁ] i:{urltul |
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You can arm an alarm system by double-swiping the card to the reader. You must enable the “"Double Swipe”
option for each door to which you want to apply this option.

From the Door Properties window (display basic view by default), click the Advanced button.
Check/enable Double Swipe then click the Save button. Repeat for each door you want to activate “"Double
Swipe” arming.

- ) ]
&2, Door Properties
- General Information ( Eonhauration T Events | Nntesj
Display Name: | President = ST 5
: Side A s %3 Side B
G_| Enabled ) Area: =HU Area:
T ¢ - o] ( President (12-34-56-78) ~ [..)
Unlock Schedule: ( i I ) Sk
" = m. | Contact Input
(D Unlocks on First Access/First Man In ) 'l' 3 ( Door 01 Contact (12-3 I )
 Options :
Q] Relocks On Door Open )
P REX: & REX:
@ Relocks On Door Close ] C =) ] ((Door 01 Rex (12-34-56-76 [ )
(D Can Be Left Open ) - : -
\{'-_J Double Swipe :II s e
B }
e ( Paul (12-34-56-78) - [ ¢ ~[.)
@ Lockdown Enabled ) | B
Wt R e Inside Push Button:
r Update User Location On... C _ b | ),
( Access Granted ) Deadlbolt:
/ P =
oor Cpen : : = .
(. 2 e 1 Lock: | )
Taming (Door Lock 01 (123~ [ .. )
Uni ime (se =) | I-TI
Unlock Time (seconds): | 5 = Paies ( = | 2 Cartiars C = | - )
Extended Unlock (seconds): 15 !:'l Camers Bosniss ) = l&‘; @ Camera Events:
Open Too Long Pre-Alarm (seconds}: | | AR G " NO talriera svent s @
. 1 1o =] 2 i
QOpen Too Long Alarm (seconds): !_1_5_|L_-'_| (= Decrement Counter ) ( ] Decrement Counter J
Access Mode  Unlock Options r Unlock Options
[.f Normal )| | @& cad |0 ... and PIN & Card ] ... and PIN

PIN Schedule; ( Schedule Never = [ PIN Schedule: ( Schedule Never - |

Keypad code ( Keypad code

=t

REX Schedule: CScheduIe Mever - |

REX Schedule: (Scheduie Always hd | .

@ Interlock On This Side (@ Interlock On This Side

) )
) =
) )
@ REX  |#A . evenlfDoorOpen ) @ REX |0  ..evenlfDoorOpen )
) -
) )
) )

Two Man Rule {chaperone) C Two Man Rule (chaperone)

Fr=
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SETTING AREA

Any readers associated to an area, can be used to arm and disarm the intrusion alarm system.

From the Dashboard tab, click on the Areas icon.
Select an area from the list and click on the Properties button.

& Atriiam - Manaus

A, Hardhwane Advanced Corfiguiation Accounts

s@Bh PEE B NEnN.@OE

A

E

L
AZ-20-15-DE:Area Do 01 | 1 | 22015 DE | OO f
%: Aaea Door 03 | 2 | A2-20-1F-DE O 6
£2-D% Area Door 07 | 1 B2 305 ] L

| A2-20-23-m5: Area Door 02 | 2 | A2-20-23:05 i

£ Areo Properties

- Genecal Infarmation 15 ‘“M_T.—H:._m
Displey Marme: AL 2017 7T Acep Dae 11 | v Evikalia
-~Anti-Passbadi | By %
T o | = _
B raties 3 Arre Stats inpus [ =
& -
Schedie: 2 g
- L At Seatis gt [ =]
- = .
— System Control Oulpul I
e 0 3 -
Dutgrat Type: LM b’
\ Rt Torves: ]
Fube time
|
Lockdann :
(=] Frates j |
Save \:-:d-'lt'!l g
Integration

e Enabled: Check Active to activate this area to arm and disarm the intrusion (alarm) system.

e Armed Status Input: Select an ATRIUM input that will monitor the “armed” or “disarmed” status
of the intrusion (alarm) system. ATRIUM will send an arming request to the intrusion (alarm)
system only if the Arm Status Input state is in “disarmed” condition. The intrusion (alarm) system
must be configured to activate a programmable (pgm) output when it is armed. Connect an
external dry contact relay to the programmable (pgm) output and the selected ATRIUM input. Refer

to page 110 to view the connections.
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Integration (continued)

e Alarm Status Input: Select an ATRIUM input that will monitor the alarm status of the intrusion
(alarm) system. The intrusion (alarm) system must be configured to activate a programmable
(pgm) output when it detects an alarm condition. Connect an external dry contact relay to the

programmable (pgm) output and the selected ATRIUM input. RRefer to page 110 to view the
connections.

e System Control Output: Options include either the dry contact relays (RLY1/RLY2 on the
controller) or any of the reader outputs.

e If a reader output is selected, you must de-activate (leave the output field blank) its

default settings in the Reader Properties menu. See page 86 to view the reader output
configuration settings.

,f;i Reader Properties L
r General Information ’m
Display Name: Reader 1 _Notes
G'_"I Active :l
Lighting Calor: {_ CDVI (Red, Green & Blue) -)

Red LED Output: {_ Reader 01 Red Light (00-00-04-0F)  ~ )

Green LED Output: ( Reader 01 Green Light (00-00-04-0F) v]_

PRSP - v}

e An external 12V relay must be connected to the selected reader output terminal. The
external relay is then connected to the key switch arming input.

e Output Type: Maintained or Momentary
e Maintained:

o The output will activate and remain activated when a valid double-swipe is detected.

o The output will de-activate when a valid swipe is detected.

e Momentary:

o The output will activate for the amount of time defined in the Pulse Delay field and
de-activate when the time expires.

e Pulse Time: Amount of time, in seconds, the selected control output will activate.
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ENABLING A USER TO ARM/DISARM.

From the Dashboard tab, click on the Users icon.
Select a user from the list and click on the Properties button.

| Arrman - Marasd = O 4
A Hardwans Advanced ConfiguraSion Acoounis
4 2 : b i g | - = 1 { =
J (= "'fl ﬁi g a .. . n o I_f| = = 3] ! [ ] e
Jeers |Cosds || HoBdsys Scheclules Arer  Access ievels Access Level Geaups | Doots Relws nputs Oufpuls | Cabs Floois Fioor Leveli || Configaration || Evenls Repors || Engfish
i traliar raitnel b L Lirijiieg e
':._ Add }l' Properties ‘ | Delete [ 521 User Loeaton to Urknown i-J |, Mhetering Repont J. |, Report EJ L faach 1 !
[Enatiea | Last tane.. | First ime. Access Leveis | Aetivaton Dare | Expiny Dase | o6 [ syssern Legm [ Locnon | D & Time | syreneomizaton e | Uses Coae Lodkown | Login oo | User ce
@ | ADMIMSTRATOR | USER | 30010101, 0000 =N ] | Unknown | Urknown | Symcheanized | |
NSTALLER USER 30180720 0000 o Unknown | Unknown | Symchesnized i m
PROGRAMBMING | USER F0T-01-01 0000 0 C Unkniown | Urknown | Synchecnized
From User Properties window, select Advanced View.
= N . |
£ User Properiies
L General Infarmation r El'ed“!-r;l.i-.l.li-‘[z BAccess Levels T’ Floor I.eu'cll.T. Wark T Hnrnel‘]r Events |z Nu‘tcs..'s
First Mame: LUISER e s — =
Cards PIN stem Logi
Last Mame: ADMIMISTRATOR - T sk B“‘\I =
& Enabled ) (ssign J ([ unazaion ) (C Add G ( Properte: )
@ S | [Enstied [ [ Dspiay name [ rmber [ Usor | Actwation st | expiy Date | Los | staten [ Programming Cara - cars &
fi— o
(! Adlow Extensed Time )
(= ).
If‘iF_ ! Cverrides Anti-Passhack }
@ Ouerrides interiock )
l':'.-J Can Arm }
= e
= Can Disanm }
@ Uise Counter {bor any Card, Login ar PIN) }
Activeuiom [iajesy 20010401 (000 il QRS
Expiration Ciate: u
Language: F!"ﬁ’_‘_“_‘l ';.‘
o & @
ave |} | Cancel

Check Can Arm to activate the selected user to arm the intrusion alarm system
Check Can Disarm to activate the selected user to disarm the intrusion alarm system. Save your modifications.
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WIRING DIAGRAM

R [ETAT]
@ 1 .O
e, Lo ]

LOCAL | 24v DC INPUT Lock 1 | Lock 2
ETHERNET STATUS
ETHERNET | BUS | BATTERY | |SETTING SETTING
MODULE TYPE
+12vDC

INPUT
L RS485 ‘ DV I R +24VDC
~ LOCAL SUPPLY -

B |§|
o
l. Input 1
T 1 o ATRIUM
m® | |mput2 OUTPUTS A22
"9 | foutputt 2-Door Web-Based IP Module BATTERY | *12V0C
[ ) +12VDC (12v DC) -
([ ) Output 2 .
[Lack|[RLY]
T READERS INPUTS LOCKS °°”"
DOOR 1 DOOR 2 DOOR 1 DOOR 2 DOOR 1 DOOR 2
_lals 2y 3 g ] by R E S|
218 e I g ol | £ o HE: HEHE x|z
gl s | < E 1 3 S ? gls|s 3|
HEIFIHEFRIFIRINEIEEN & S22

By default the on-board relays
follow the lock output.

Cancel that option before
using relays for alarm integration.

. External How to cancel the relay
IntrUSI()n Relay 1 follow mode option from
Panel the door lock output:

From the ATRIUM software select

PGM1 set to: = the “Hardware” tab,
Follow Arm Status 3|0 click on the “Locks” icon,
é [0)) External >— select a door lock and
PGM2 set to: g ) Relay 2 click the “Properties” button.
5 | @) e

Follow Alarm Status Remove the relay (empty selection)
in “Relay Properties”

drop down menu then click “Save”

External relays are used
A to isolate the ground

between the two panels

Z1 set to:
Key Switch Arming

SIS
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ELEVATOR INTEGRATION

Integrating elevator control into Atrium allows you to manage up to 256 floors per account. To do this, convert
your main A22 (p.106) to an A22-EC, or add an A22 as a subcontroller (p. 9), then convert it into an A22-EC (p.
106).

Each A22-EC adds two cabs and can manage up to 128 floors (64 floors per cab). Up to 49 A22-ECs can be
added if more cabs are needed, but the total floors they manage cannot exceed 256.

Each A22-EC can have up to eight CA-A480-As connected to it in a “daisy-chain” formation through the RS485
Local Bus. An A22-EC with eight CA-A480-As controls 128 floors.

@ Elevator integration requires version 4 or above of the Atrium software and firmware.

WIRING OVERVIEW

The “daisy chain” wiring from an A22-EC to a CA-A480-A, to the next CA-A480-A (if used) is shown below.

CA-A480-A
Elevator \

Controller
B-| @ >< O | A+
A+ © O | .-
GND| @ ® |GND
12v| @ @ |TAMPER
@ |TAMPER
— A+
} S
A22-EC —GND

To Next CA-A480-A
Elevator Controller

The diagram on p.102 shows the connection of the A22-EC to a CA-A480-A and the cab readers and floors that
they manage. It also shows the jumper settings that can be used across all CA-A480-As.

The dipswitch settings for floor addressing and the DRM connection diagram are shown on p. 103. For more
information on specific settings, consult the CA-A480-A manual.
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READER CAB 1
(Relays on CA-A480-A)
Relay 1 = Floor 1
Relay 2 = Floor 2
Relay 3 = Floor 3
Relay 4 = Floor 4
Relay 5 = Floor 5
Relay 6 = Floor 6
Relay 7 = Floor 7
Relay 8 = Floor 8

RS-485

To
LAN/WAN

IP Port

Reader Port Cab 1 T T Reader Port Cab 2

8-Floor Building

©)

CA-A480-A
Relay Module (16)

R

A22 EC
Elevator Controller

SYSTEM STATUS

ATRIUM

READER CAB 2
(Relays on CA-A480-A)
Relay 9 = Floor 1
Relay 10 = Floor 2
Relay 11 = Floor 3
Relay 12 = Floor 4
Relay 13 = Floor 5
Relay 14 = Floor 6
Relay 15 = Floor 7
Relay 16 = Floor 8

A
v
JUMPER SETTINGS
EOL= OFF
BIAS A+ = High

BIAS B-= High

The above jumper
settings can be used
on all CA-A480-As.
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Floor Addressing

CAA480A's Floor ADRESS 1
Address DIP Switches ADRESS 2
(1to 4) ADRESSE CAA480A Elevator Controller
RLY OFF/ON
DRM ENABLED
PWR OFF/ON
RL 11
CAB READER 1 CAB READER 2
A22-EC Up to 4 Elevator Controllers (CA-A480-A) per cab.
Floors Floors Floors Floors
1to 16 17 to 32 33 to 48 49 to 64
RS-485
<_ CAA480A || [ | CAA480A ([T | CAA480A CAA480A
A1=0FF A1=ON A1=0FF A1=ON
A2=0OFF A2=0OFF A2=ON A2=ON = ForCab 1
A4=0FF A4=0FF A4=0FF A4=0FF
A8=0FF A8=0FF A8=0FF A8=0FF
Floors Floors Floors Floors
1to 16 17 to 32 33 to 48 49 to 64
CAA480A ||| cAA480A |[[ | cAA480A CAA480A
Al = "ADDRESS 1" DIP SWITCH A1=OFF A1=ON A1=OFF A1=ON || _
A2 = "ADDRESS 2" DIP SWITCH A2=OFF A2=OFF A2=ON A2=ON ||| = For Cab 2
A4 = "ADDRESS 4" DIP SWITCH A4=ON A4=ON A4=ON A4=ON
A8 = "ADDRESS 8" DIP SWITCH A8=0FF A8=0FF A8=0FF A8=0FF
Nylon Screws ? ? [
(x4) /! Z ¢ Destination Reporting
14-pin Flat
- Qin Fla Module (DRM)
(CAA482P)
? E? CAA480A
z z Elevator Controller

Plastic

ADRESS 1

RLY COMMS
ol |RLY OFF/ON
~[CH [DRM ENABLED
PWR OFF/ON

Before connecting the DRM to the CAA480A, DIP

switches 7 (DRM ENABLED) and 8 (PWR OFF/ON)

f— from the CAA480A must be in the "ON" position.
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CONVERTING AN A22 INTO AN A22-EC

Go to cdvi.ca and log into the website using your username and password. In the Download Center, click on
Software and Drivers, then find and download the A22-EC firmware files. The steps below show conversion of
an A22 subcontroller. To convert a main controller, select it and continue with the steps below.

Return to the Atrium software,

then select the A22 from the Sub-
Controllers menu and click on Upload
Firmware.

Emails
System Logs
Expanders

4 Syb-Controllers

Locate and Open the A22-EC .cuf firmware file downloaded from the CDVI website.

The A22-EC .cuf file must be loaded before the .pck file.

#: Open
“— v » ThisPC » Desktop » A22-EC Firmware

Organize » Mew folder

i Mame

7 Quick access
| A2ZEC_w4.00.0049.cuf

f@ OneDrive | A2ZEC_w4.00.0049.pck
[ This PC
[ Desktop
= Documents
3 Downloads
Jﬁ. Music
&=/ Pictures
B videos
= Local Disk (C:)
- Local Disk (D)
5 DVD RW Drive (E:) 14 01_2016

W

File name: | AZ2EC_v4.00.0049.cuf

x
w | 0 Search A22-EC Firmware 2
B2 — IH o
Date modified Type Size
3/10/2017 11:03 AM  CUF File 645 KB
3/10/2017 11:04 AM  PCK File 416 KB
v| Upload Files (*.cuf;*.pck) ~

When the firmware has finished loading,
click Install.

Firmware ready to install

Mew Firmware Version: 4,0:0.0049

Ii Install )
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The A22 will go Offline and reboot. When
it synchronizes, select Module on the Mismatch
Database Mismatch window.

Mizmatch database with module A2-20-01-34,
rdware database doesn't match module 42-20-01-54's hardware database.
Which hardware database do you want to use?
The other one will be owverwritten.

':: Maodule J Ii Computer )

Open and install the A22-EC .pck firmware file using the same previous steps.

£ Open X
N » ThisPC » Desktop » AZ2-EC Firmware N Search A22-EC Firmware P

Organize « MNew folder A== -

N Mame Date modified Type Size

7 Quick access
| A2ZEC w4.00.0049.cuf 3/10/2017 11:03 AM - CUF File £45 KB

v OneDrive | AZ2EC_w4.00.0049.pck 3/10/2017 11:04 AM  PCK File 416 KB
= ThisPC

[ Desktop

=) Documents

4 Downloads

J\. Music

&= Pictures

E Videos

i Local Disk ()

- Local Disk (D)

& DVD RW Drive (E:) 14_01_2016

File name: | A22EC_v4,00,0049.pck v| Upload Files (*.cuf;".pck) w

| Open | Cancel

This Sub-Controller will now be listed as an

Emails
A22-EC.

Systemn Logs
Expanders
4 Sub-Controllars
A22-EC [2-Reader Elevator Ctrl] (A2-20-01-54),
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FLOORS

Floors can be located within the same building or distributed between different buildings. The total number of
Floors in the account will be listed from 1 to a maximim of 256. If any Floors are located in other buildings,
you can rename the Floors to make finding them clearer (ex. Building B - Floor 1). Once floors are added you
can also find a floor by typing its name into the Find box.

Access Level Grﬂupsj

(Add ( Properties ) ( Delete ) (.:;"-1'. )
r I o

I, B ||n|n. 1 1

Il

From the Dashboard tab, click on Floors, then Add to open the Floor Properties menu and add a new floor.

£, ” | Hardware Advanced Configuration Accounts
) & (e l-l b | & = =
Of P = H § &8 |58 (8] V [HE =

Users Cards || Holidays Schedules Areas Access Levels Access Level Groups || Doors. Relays Inputs Outputs || Cabs | Floors| Floor Levels || E

| Credentials || Access Configuration || Control || Elevators

./m
(" add )| (Properties ) ( Delet= ) (Fina )

Floor Properties: General Information, Public Access, and Notes can be modified here. Click Save
to keep any changes.

o : x W
_.‘E"-'\ Floor Properties —
r General Information ’ Notes ]

Display Name: |Main Floor Notes

([:J Enable )

~ Public Access

Schedule ((Schedule 8H-17H -
_— P
Schedule Never { Save }|( Cancel l

Schedule Always
Schedule Programming
Schedule 8H-17H

Display Name: Create a display name for the floor.
Enabled: Enable (checked) or Disable (unchecked) the Floor.

Public Access: Select a schedule for the floor to specify when Users have free access to the floor
without requiring a Floor Level assigned to them. For more information on specific schedules, see
page 30.

Notes (tab): Click anywhere inside the box to add notes.



INSTALLATION MANUAL

ATRIUM
Software V4.31

CABS

From the Dashboard tab, click on Cabs, then select a cab and click on Properties to open the Cab
Properties menu. Each A22-EC adds two elevator cabs.

.r‘m
( Properties ] (.f;'~5 )

Enakle | Display Mame: ID | Module Serial #
o AZ2-20-01-54: Elevator 01 1 AZ-20-01-34

R [A2-20-01-34: Elevator 02 |2 | A2-20-01-34

Cab Properties: General Information, Options, Notes and Buttons can be modified here. Click Save
to keep any changes.

= i
& Cab Properties —
~ General Information f Bul'lonsTJ NDtES\I

Display Name: |A2-20-01-54; Elevator 01 e
= N
Q—' Enable y ( Delete ) ( Add ) ( Properties )
- Options [ Enable | Disglay Mame: | Floor | Relay [ input | |
= Destination Reporting Module :l |

# d ||O ... and PIN )

(= Keypad cods :l

Readler: (R&ader 01 (A2-20-01-54) h |
Button Activation Time [Seconds}:| 5] -EI
Area: ( ')

{ Save ) ( cancel !

Display Name: Rename the floor cab.
Enable: Enable (checked) or Disable (unchecked) the Cab.

Destination Reporting Module: Enable (checked) or Disable (unchecked) an optional CA-A482-P
Destination Reporting Module, also known as a DRM.

Without a DRM, when a User presents their card at the cab reader for access, every floor the user
has access to is enabled for the default activation time of 5 seconds. The controller will register the
“Access Granted” event but will not know which floor(s) the User accessed.

With a DRM, the controller registers which User accessed the elevator and which floor was accessed.
Destination Reporting only allows one floor selection to be made per presentation of the card.
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Card, PIN and Keypad Code: If Card or Keypad Code are checked off, the User can have access
granted using either option. If ...and PIN is selected, the User will need to present a card and put
in a PIN (also known as a keypad code).

Reader: Select a different cab reader here if needed.

Button Activation Time: Modify the elevator button activation time from 1 to 254 seconds.
Area: Set the Area associated to the cab reader.

Notes (tab): Click anywhere inside the box to add notes.

BUTTONS

Click on the Buttons tab then Add to enter f Buttunsw Nﬂtes“l
the Button Properties menu.

Buttons

( Delete ) ( Acld ﬂ |i Propertias )

Enable | Display Name: | Floor | Relay [ Input |

Create a name then select the Floor, Relay, and (optional) DRM Input for this elevator button. Click anywhere
inside the Notes box to add a note. Click OK to save.

- EE |
g& Button Properties —
 General Information ( Notes ]

Display Name: |Cab 1 - Button 2 ~ Notes
Q__J Enable :J
Settings
Floor ( Second Floor VJ
Relay: (_Relay EO1:F02 (A2-20-01-54)  ~ )
DRM Input: (Input EOT:F02 (42-20-01-54) = )

¢ Cancel ]

The Relay and DRM input names will match up if they are wired in order. (Ex. Relay E01:FO1 will
correspond with DRM Input E01:F01.)
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FLOOR LEVELS

Floor Levels function like Access Levels (page 40) except that they apply to an entire floor instead of applying to
an Area. From the Dashboard tab, click on Floor Levels to view them.

,',’_‘- I‘ Dashboard | Hardware Advanced Configuration Accounts

24 Et § B NBE(DE

Users Cards || Holidays Schedules Areas Access Levels Access Level Groups || Doors Relays Inputs Outputs || Cabs Floors |Floor Level

0]

s} | Events

UL

Credentials || Access Configuration Contral L Elevatars _||__Man

3 Floar Lovels)
K;ludd j ( Properties :l ( De Ez:':l ( 2 )

! Enable | Display Name: ..!lj". |
| R |Floor Level None 1
: i Floor Level All 2
i E  |Floor Level Programming | 3

There are three default Floor Levels:

¢ Floor Level None: This floor level has Schedule Never, so there is no access to any floors assigned
to it. This can be modified.

¢ Floor Level All: This floor level has Schedule Always, so there is access to every floor assigned to
it 24 hours a day, 365 days per year including any programmed Holidays. This can be modified.

¢ Access Level Programming: This floor level has the Learning Mode schedule, so there is access
to every floor assigned to it 24 hours a day, 365 days per year including any programmed Holidays.
This can be modified.

Click on Add to enter the Floor Level Properties menu.

&5 Floor Level Properties
- General Infarmation ]’- "ﬁm"-‘f. Nﬂrl‘!!..']
Duspday Nd"’:’:‘-[ | ~Floors

(B Enabled j .:‘ Assign ) (- J. (-.:d.; ) [:- r 'j

~Schedule [ Enubled | Duplay Mame | 10 | |

Schedule |f b r_.}

Schedule Mever
Schedule Always

Schadule Programming
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Display Name: Create a display name for the floor level.
Enabled: Enable (checked) or Disable (unchecked) the floor level.
Schedule: Select a schedule for the floor level to specify when Users have access to floors.

Floors: Assign or Add floors to specify which floors this floor level has access to. Click OK after
each selection.

g& Floor Level Properties

- General Information Floors | Notes\l

Display Name: |Staff Floor Level

Floors

Q-_J Enable _\) l|: Assign J ( Unassign ) |
~Schedule o |_Er_'|'ab[e‘| WNMI 1o

Schedule (Schedule 8H-1TH -] ‘ ‘
i, 2
.’f“-‘-"x Floor Selection =
Floor: ( =z
Ground I‘:Icm:)rE P oK
Second Floor | 3

Third Floor |

£ i
Save )| | Cancel }

Notes (tab): Click anywhere inside the box to add notes.

Click Save to keep your changes.

You can now Assign or Add Floor Levels to a User from the User Properties menu (page 17).

4 H |
!._f_"’___ User Properties
| - N — e o :
~General Information | Cradentialz f Access Levels ]" Floor Levels |r w:wlﬂ Haeme [r Events '| Maotes ]
Fiest Masme: Floar
Last Mame: = -

(B Enabled '~, (Lrssign ) m J ol Add J properties )

ad ki ) =

| Enabied | Display Name | 10 |

u Suapervisos } —

I ot P Fl L I =%

W Al Extended Time y! o, FEOOF Leve

O \:' r Floor Levels

= 5 - -

[{= Creerrides Anti-Passback Jl \ )

|.r5.__. Crasrrieies Interlock j Floor Level Mone

() Ca J Flaar Leval All

W an A L

T Fioor Level Programming

(| Can Dizarm }

'.f"_‘: Use Counter {for-any Card. Login or PIN) :] selected lem; Floor Level Al

[y B
Actesaion Date: ..-"j‘.:?-.'.?-}d 0000 _l L QK J f; Cancel
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LOCKDOWN

Lockdown parameters are put in place to secure a building against an active threat by instantly locking all
doors. Any new access to these doors is prevented (or limited) until lockdown is ended. Configuring lockdown
options allows you to use a card, input (such as one used by a pushbutton), or login to Atrium to start and end

lockdown.

CDVI strongly recommends periodic and complete testing of the lockdown functionality. Tests should
also be performed when:

e System hardware (controllers, expanders and/or add-on modules, field
wiring, etc.) are added, modified (ex: firmware upgrade) or replaced.

¢ Modifications, systematic maintenance, upgrades or any other changes
are made to the LAN/WAN used for communicating with an ATRIUM
door controller.

LOCKDOWN PROPERTIES

The Lockdown Properties window contains all the fields used to configure lockdown. To display it, click on the
Dashboard tab, then on Configuration in the Lockdown tab.

£ Hargbware Bfuancred Conbaguralicn Arcounts
O @ H H § ® NE)j (@O

abg v Flnar Leve wekrinwn | Canfiquatian

i

Aroess Lol Grougs

Credentinli Acres: Configurition
Lackdown |
< Lockdown Properties

-t?-rbdmn 5 ba_- \ Lo badenam lnpuls '|_z. Uf-er;i/ l.:arrl.ll'l- .E.?;u-urs-l’.. M\HlTr Eal:ul‘r I:Ha:lsl‘! i'h‘\tﬂh\r Hn;e-il|
= A . X Z
(s Y Propesies J veicte !
~4bariing upu.m;—-[n. AT l |
Card and PIN Optiond 1
li-l Eioble Swipe 1-__",

Logn pamwaed riuined )

- Btopplng Dptlons
ri.md and FIN Oplicn ———

{ Donable Swape = 1|
e |

= Lagin pasywvard raguired ::l

cave ) Cancel l‘,|
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Lockdown: Lockdown is enabled by default. To disable

[( LDEHDW“W it from being used, uncheck the box.

gré‘n Lockdown Properties
Starting Options: Select how Lockdown is started.

~ Lockdown

¢ Card and PIN Options: Select whether a single
G:' Enable ) card swipe, double swipe or Two Man Rule (two
different cards used one after the other) can start
~Starting Options —————— lockdown.
Card and PIN Options ¢ Login password required: If this option is
Double Swipe = checked off, a user login password is required
<~_F_3 to start lockdown after clicking the Lockdown
button. If unchecked, Lockdown can be started
(L_J Login password required ) by clicking the Lockdown button and “OK” on the
popup.

- Stopping Options

Card and PIN Options - fj @
[ Double Swipe D \ = ®

Floor Levels || Configuration || Events Reports

(E Login password reguired )

i Lockdown || Menitoring |

Stopping Options: Select how Lockdown is stopped.

e Card and PIN Options: Select whether a single
card swipe, double swipe or Two Man Rule (two

; different cards used one after the other) can stop

Pl rd

| Save ) | Cancel ) lockdown.

¢ Login password required: If this option is
checked off, a user login password is required
to stop lockdown after clicking the Lockdown
button. If unchecked, Lockdown can be stopped
by clicking the Lockdown button and “OK” on the
popup.

= | 8 O .

Floor Levels || Configuration || Events Reports

35 | tockdown || Monitoring |

Click Save to keep your changes.
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LOCKDOWN INPUTS

Lockdown Inputs are used to assign specific inputs on the Atrium panel to start and stop lockdown. Click on
the Assign tab to open the Lockdown Input window or Properties to modify assigned inputs.

LA

g ﬁ l ok =Y m\ U} = =

o
i
i Areas Access Levels Access Level Groups || Doors Relays Inputs OQutputs || Cabs Floors Floor Levels || Lockdown Coni

_Access Configuration AL Contral e Cabs Il Lockdow

Lockdown Inputs \l/- Users T Ca rdsY Doors Y AreasY Cabs \I/- E-Mai!sY EventsY Mo
I:- Assign ] { Properties ) ( Delete )

] Display Mame: |

The Lockdown Input window shows available inputs for starting or stopping lockdown. The example below
show an input being used to start lockdown.

gﬂ*_‘ Lockdown Input

r General Information —\I
Notes

Display Name: | Lockdown Pushbutton ON

~ Notes
~ Trigger Event
Type: (Inputs ~
Event l:._|r1.put C.j'p.:ened >
Entity: (_Input 01 (00-00-10-2B) o
r Outcome
Type lf_ Lackdown )
Command: (_Start ~)
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General Information

o Display Name: The display name for this lockdown input can be modified here.

Trigger Event
e Type: This option is locked to inputs only.
e Event: Select what condition triggers the command.

e Entity: Select the input being used.
Outcome

e Type: This option is locked to lockdown only.

e Command: Select what happens when the Event is triggered.

USERS

The Users tab is used to manage which users can start and stop lockdown, grant access during a lockdown,
and confirm which areas have been secured, using a system login or PIN.

| LockdownlnputsY UsersY CardsY Dnors\( AreasY CabsY E-MaiIsY Events\( Nntesw
( Assign ) ( Unassign ) ( Properties ) ( Print Location Report ) ( Print H ) | Find )

| Last Name | First Name | Location | Date & Time | User Code Lockdown | Login Lockdown | Counter

| Ll
| INSTALLER | USER Unknown | Unknown T K B
1
- Legend
E Start Lockdown l Grant Access (Maintain Lockdown)

‘. Stop Lockdown m Area Secured (Maintain Lockdown)

Assign: Select a User and give them Lockdown rights.

Unassign: Select a User and remove their Lockdown rights.

Properties: Edit an existing User’s properties.

Find: Type in several letters or a full name to filter and find a specific User.
Print Location Report: Generate and print user’s location report.

Print: it an eGenerate and print summary or detailed user report.

Legend: Displays the different Login Lockdown rights available when logged into Atrium. For more
information on these rights, see the User Properties menu on the next page.
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ASSIGNING A USER

Click on Assign to open the User menu. Select a User in the list or use the Find filter to specify one, then click
OK.

( Lockdown lnputs\r J UsersY CardsY DoursY Arr_asY CahsT E-Mai!sY E\rentsY Nnte-sw
l Assign | (Unassign ) ( Properties ) (f. d )

I_],-a's't Name First Name | Location | Date & Time | User Code Lockdown | Login Lockdown

‘ADMINISTF{ATOR USER Unknown | Unknown & l jﬁ#
- = i o AL

| INSTALLER USER Unknown | Unknown Y | Iﬂ#

.-"\{-Ef sy User: -

 Users

(TFind )

USER PROGRAMMING

Selected ltem: CDVI

— =
(oK J| | Cancel ]

The User Properties window appears after selecting your User. The System Login tab displays important
information used for logging into the system and for using Lockdown.

[ 7 i |
|# User Propertics
- General Informatlon 15 cwl‘;T Becess Levels l"['. Floor LE‘I'E"ET Work \I" Homz.T. Events T HMotes \:
First Marme: |USER e — — - ]
= Cords | PN [ System Lpﬂh"l
Last Mame: PROGRAMMING | = e 3 o
& g ) | € Assign a Login )
— User Wama:
{m| Allgw Extended Time ]I
Password:
f— . e " %
= Master Attribute - Card Ennaliment Made ) Contitm Pageward:
- ™y B
= Ohverrdes Anbi-Passback y' Fagword Hint:
= - | id gAral -
a Cverrides interbock § i el 4
= -
0 A ) Access Level Group: S
A e 3 (= Allcw software access 0
= Countes ] I:'_\ it :I
= o ~ e o
0 =
1 0000 L]
u 5
d Stop Lockdown
A I"-."i:sc.lnl1 -
Language: |0 :] Grant Access (Maintain Lockdawn)
Area Secured (Maantaan Lockdown)
Gw) (
I Save I Cancel
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Type in a User Name for the login, a Password, and the password again to Confirm Password.

Select one or more Lockdown Rights for the User. Click Save if all changes are complete, or use the
PIN tab to continue configuration.

Start Lockdown: This User can start lockdown.

Stop Lockdown: This User can stop lockdown.

Grant Access (Maintain Lockdown): This User can Grant Access through a door during
lockdown. After the door’s unlock time ends, it locks and remains locked for the duration of the
lockdown.

Area Secured (Maintain Lockdown): This User can designate an Area as secured during a
lockdown.

ASSIGNING A PIN FOR LOCKDOWN

Click on the PIN tab and check off the Assign a Code box. After typing in a 5-digit PIN, select what this PIN
does from the Lockdown dropdown menu. The options available are the same as the above Lockdown Rights,
but only one can be selected per user PIN.

Credentials Y Access Levels Tﬂ Floor Levels T Work T. Ho me.T. Events -T Nutesw

PIN|  System Login |

Assign a Code -_)
Code: | ***
Confirm Code: | ****
Lockdown (__ v__)

Start Lockdown
Stop Lockdown
Grant Access (Maintain Lockdown)
Area Secured (Maintain Lockdown)

- P
L Save ) | Cancel )

Click Save if all changes are complete, or use the Floor level tab to continue configuration.
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ASSIGNING FLOOR LEVELS FOR LOCKDOWN

See below for assigning floor levels to a user. If you don’t have elevator control integrated into Atrium, you can
skip this section. The Floor Level specifies what floors the user has access to and can grant access to during a
lockdown.

Assigning Floor Levels to a user allows the Grant Access function to be used on elevator cabs during
lockdown. See the Cabs section in the Lockdown Activated Menus chapter for more information.

Click on the Floor Levels tab and click on Assign. Select a Floor Level from the list and Save.

|f Eredentl'afs\lf Access LeveIsY Floor Leueﬁs\[( Wurk\l/. Home T. Events \l Nutesj

~Floor Levels
( Assign j ( Unassign ) (Add ) (l’-‘":pe%es )
| Enable | Display Name: [ 1D | |

i

:f‘n Floor Level:

~ Floor Levels

)

Floor Level None

Floor Level Programming

Selected fterm: Floor Level All

IC Save ) (— Cancel j
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CARDS

The Cards tab is used to manage which cards can start and stop lockdown, grant access during a lockdown,
and confirm which areas have been secured.

|f Lockdown Inputs Tf Usersw Cards\Tf DuorsTf AreasTf Cal:lsTf E-MaiIsTf Events T' Nutesw

(Assign ) ( Unassign ) ( Properties ) ( Print N) (F:'.'::' )

‘ Display Name | User | Lockdown ‘

1

- Legend

: E Start Lockdown 1 Grant Access (Maintain Lockdown)

l Stop Lockdown :ﬁj& Area Secured (Maintain Lockdown)

ASSIGNING A CARD

Click on Assign to open the Card menu. Select a Card in the list or use the Find filter to specify one, then click
OK.

r Lockdown rnputsY UsersY CardsY Doors T AreasY Cath E-Mai]sY EventsY Notes\l
(Assign ) ( Unassign ) k Properties ) ( )

1 Display Name.’] User | Lockdown |

i

L
de, Card:

~Cards

MASTER
PROGRAMMING

( B ( Cancel )

Selected Item: Mew Card
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The Card Properties window appears after selecting your Card. Select what this card does from the drop-down
menu in Lockdown Option and click Save.

= [ X ]
55’\_‘ Card Properties G
- General Information (F ﬂ'PﬁDl‘IS\T Notesw
Display Name: | Mew Card ~Options
G—' Enable ) G.'_I Grants Access :l
User- ( CDVI -1\l @© Lost 5
Activation Date:| 2017-11-23 00:00 Bl (O Stolen )
- i 8 (D Prograrmming Card - Card Enrollment Mode )
~ Mumber =
: ~ Lockdown Option
Farmat: ( 26-bit > :
’ Lockdown (:Stop Lockdown v
Mumber. 51| 64561
Hex 33FCH

(" save || { Cancel )

Lockdown Option
e Start Lockdown: This Card can start lockdown.
e Stop Lockdown: This Card can stop lockdown.

¢ Grant Access (Maintain Lockdown): This Card can Grant Access through a door during
lockdown. After the door’s unlock time ends, it locks and remains locked for the duration of the
lockdown.

e Area Secured (Maintain Lockdown): This Card can designate an Area as secured during a
lockdown.

@ A Card must be assigned to a User for its selected Lockdown Option to function.

The Card and its Lockdown Option are now assigned.

( Lockdown InputsY UsersY Cards\( DoursY AreasY Cath E-MaiIsY E'urentsY No
( Assign ] ( Unassign :l ( Properties ) (-::":'- )

| Display Name: | User | Lockdown
Mew Card CCWI !
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DOORS

The Doors tab shows the list of doors available for lockdown. Only doors assigned to this list can be locked
down.

Lockdown InputsY UsersY CardsY DoorsY AreasY Cath E-MaiIsY EventsY Notesw
(Assign ) ( Unassign ) ( Properties ) ( Grant Access N ) ( Disable Access N ) ( Print H ) { Find ) Show Allw |

|D'[splay Name Status | Lock Status | Access Status | Side A Area Side A Camera | Side B Area Side B Camera
: AZ2-20-1F-77: Door 01 | | | | ' —_ A2-20-1F-T77: Area Door 01 i} AZ2-20-1F-77: Area Door 01 O
| A2-20-1F-77:Door 02 | || B — O A2-20-1F-77: Area Door 02 O

Assign: Select a Door and assign it to the Lockdown list.

Unassign: Select a Door and remove it from the Lockdown list.
Properties: Edit a Door’s properties.

Print: Generate and print door report for all or selected doors.

Find: Type in several letters or a full name to filter and find a specific Door.

ASSIGNING A DOOR

Click on Assign to open the Door menu. Select a Door in the list or use the Find filter to specify one, then click

OK.

s é:?—_
£ Door:
~ Modules Doors

l\f " :) l'\.f;'\: )
4 System Mane
A22 [2-Door Controller] (00-00-10-2B) I 00-00-10-2E: Door 02
Selected Item: 00-00-10-2B: Door 02
( OK ( Cancel

The Door is now assigned to the Lockdown list.

( Lockdown InputsY UsersY CardsY Duurs\( AreasY Cath E-Maile E'urentsY Notesj
(As:ign ) ( Unassign ] ( Properties ) ( Grant Access H) ( Disable Access H) (E’*; ) [ Show All= i

| Display Mame: Status | Lock Status | Access Status | Side A Area | Side A Camera | Side B Area Side B Camera
00-00-10-2B: Door 01| () 2 —_ O 00-00-10-2B: Area Door 01 O

00-00-10-28: Door 02

— 0 00-00-10-2B: Area Door 02 0

M=
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AREAS

The Areas tab shows the list of areas available for lockdown. To lockdown a door, its area must also be
assigned to this list.

Lockdown InputsY UsersY CardsY DoorsY ArmY Cath E-Maile EventsY Nntesw
(Assign ] ( Unassign ) ( Properties ) (L'_J Show Status ) ( Arm ) ( Disarm ) (.f:'vz ) (_ Show All» ;

Display Mame: Alarm | Arm/Disarm Status | Alarm Status
00-00-10-2B: Area Door 01| [

Assign: Select an Area and assign it to the Lockdown list.

Unassign: Select an Area and remove it from the Lockdown list.
Properties: Edit an Area’s properties.

Find: Type in several letters or a full name to filter and find a specific Area.

ASSIGNING AN AREA

Click on Assign to open the Area menu. Select an Area in the list or use the Find filter to specify one, then

click OK.

o X B
£, Area:
~Modules Cabs

(o ) = )
4 System Maone
A22 [2-Door Controller] (00-00-10-2B) I 00-00-10-28: Area Door 02
Selected Item: 00-00-10-2B: Area Door 02
( oK ) ¢ Cancel )

The Area is now assigned to the Lockdown list.

r Lockdown InputsY UsersY CardsY DoursY ArmY Cath E-MaiIsY EventsY Nntesj
(Assign ] ( Unassign ) ( Properties ) (L'_J Show Status) ( Arm ) ( Disarm ) (F:’*s ) [ Show All» i

| Display Mame: Alarm | Arm/Disarm Status | Alarm Status
00-00-10-2B: Area Door 01| [
00-00-10-2B: Area Door 02 [
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CABS

The Cabs tab shows the list of elevator cabs available for lockdown. Only cabs assigned to this list can be
locked down.

( Lockdown InputsY UsersY CardsY DoursY Areas\l/ Cath E-MaiIsY E'urentsY Nntesj
( Assign ) ( Unassign ) ( Properties ) (-::'*S )

| Display Mame:
A2-20-01-54: Elevator 01

Assign: Select a Cab and assign it to the Lockdown list.

Unassign: Select a Cab and remove it from the Lockdown list.
Properties: Edit a Cab’s properties.

Find: Type in several letters or a full name to filter and find a specific Cab.

ASSIGNING A CAB

Click on Assign to open the Cab menu. Select a Cab in the list or use the Find filter to specify one, then click

OK.
o ih_
Lo Cabs
~Modules Areas
Mone

| A2-20-01-54: Elevator 02

Selected ltem: A2-20-01-54: Elevator 02

( oK ) ( Cancel )

The Cab is now assigned to the Lockdown list.

r Lockdown InputsY UsersY CardsY DoursY AreasY Cath E-MaiIsY EventsY Nntesj
( Assign ] ( Unassign ] ( Properties ] (-f:'*z )

| Display Mame:
A2-20-01-54: Elevator 01
A2-20-01-54: Elevator 02




INSTALLATION MANUAL

ATRIUM
Software V4.31

EMAILS

The Emails tab shows the list of email notifications for starting and stopping Lockdown. For more information
on emails, check the Email Notifications chapter.

[ lockdowninputs | Users | Cards| Doors | Areas| Cabs | © E-Mails | Events| Notes |
(add ) ( properties ) ( Delete ) ( Test ) ( E-mail Settings ) ( Network Settings )

| Display Name: | subject | 7 | E-mail settings [ons |

Assign: Add an email notification to the Lockdown list.

Properties: Edit an existing lockdown email notification.

Delete: Delete an email notification from the Lockdown list.

Test: Test an email notification in the Lockdown list. Always test to confirm functionality.

ADDING A LOCKDOWN EMAIL

Click on Assign to open the Lockdown menu for emails. The window below shows an example of an email
notification for Lockdown. Click Save when finished.

i

.’:c_f-j\-“x Lockdown

To |personl@example.com

~General Information  E-mail Information
Display Mame: | Lockdown |

-

Cec |person2@example.com

~ Trigger Event

Event (Lgckdown stopped v) Bcc |person2@example.com
Lockdown started Subject |Lockdown Started!
Lockdown stopped Message A Lockdown of the building has been started!

lf Save |} lf Cancel }

The Email is now assigned to the Lockdown list.

r Lockdown InputsY UsersY CardsY DoursY AreasY Cath E-Mails\( EventsY Nntesj
( Add ) ( Properties ) ( Delete ) ( Test ) ( E-mail Settings ) ( Metwork Settings )

|Di5p|ﬂ]l' MName: | Subject To | E-mail Settings DS

Lockdown Lockdown Started! example@example.com | 192.168.1.7




INSTALLATION MANUAL

ATRIUM

Software V4.31

EVENTS

The Events tab shows the list of all events related to Lockdown.

Lockdown InputsY

UsersY

CardsY DnorsY AreasY

Cabs\r/

E-Mails |~ Events |

Nntesw

View Details (. Print i
Date & Time Description Object Instigator | Camera
2018-05-01 13:45:44 | Lockdown stopped | Area: A2-20-23-D5: Area Door 01 | Lockdown
2018-05-01 13:45:44 | Lockdown stopped | Area: A2-20-23-D5: Area Door 02 | Lockdown
2018-05-01 13:45:44 | Lockdown stopped | User: Lockdown
2018-05-01 13:45:36 | Lockdown started | Area: A2-20-23-D5: Area Door 01 | Lockdown
2018-05-01 13:45:36 | Lockdown started | Area: A2-20-23-D5: Area Door 02 | Lockdown
2018-05-01 13:45:36 | Lockdown started | Usen Lockdown

NOTES

The Notes tab provides a space to type in notes.

f

Lockdown Inputs\l/-

Users Y

CardsY

Doors Y AreasY

Cabs \l/—

E-Maile EventsY

—

Nute-sL

MNotes
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LOCKDOWN ACTIVATED MENUS

When Lockdown is activated, the Atrium menus are restricted and all system configuration is disabled. Click
Stop Lockdown to restore all menus.

s | Atrium - CDVI
|£H Dashboard |
| A ) 7, .
R ada O

Events

2 Lockdown.*.

Lockdown | [ Monitoring | | Languages ||

Doors

( Grant Access (Maintain Lockdown) ) ( 14

j ( Show!—\llvi

| Display Name; Stetus | Lock Status | Access Status | Lockdown | Side A Area | Side A Camera | Side B Area Side B Camera.
| 00-00-10-28: Door 01 Ij — ﬂ 0 00-00-10-2B: Area Door 01 I
.00-00-19-25: Daor 02| | . I_ﬁ = ﬂ . 00-00-10-2B: Area Door 02 5
[
DOORS
The Doors tab shows the list of doors currently under lockdown. Only doors previously assigned in the
Lockdown Door menu are shown.
Dnorsw
Ii Grant Access (Maintain Lockdown) ) (: 15 :) [ Show Allr i
!Displayﬂama: Status | Lock Status | Access Status | Lockdown | Side & Area Side & Camera | Side B Area Side B Camera
[ 00-00-10-28: Docr 01 I_G o E 0 00-00-10-2B: Area Door 01 bl
00-00-10-2B: Door 02| | . |_ﬂ = ﬂ 0O 00-00-10-2B: Area Door 02 0
|

Grant Access (Maintain Lockdown): Grant Access through the door during lockdown. When the

door relocks, Lockdown remains in effect. Note that this option is selectable only if it is assigned in
the User’s Lockdown rights.

Find: Type in several letters or a full name to filter and find a specific Door.
Show All: Click to toggle between all doors or only doors on a specific module.
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AREAS

The Areas tab shows the list of areas currently under lockdown. Only areas previously assigned in the
Lockdown Area menu are shown.

Areas
( Lockdown Area Secured ) ( Lockdown Area Unsecured ) ( T ) | Show All= i
lDispla}r Mame: Alarm | Arm/Disarm Status | Alarm Status | Lockdown

| 00-00-10-2B: Area Door 01 il

iDG-C'EI—T:I-EEn: Area Door 02 O

Lockdown Area Secured: Select an area and click on this button to indicate that the area is clear
of any threat. The area should be checked physically

Areas
( Lockdown Area Secursd )_I( Lockdown Area Unsecured ) (f ) {_ Show All» ;
Display Name: Alarm | Arm/Disarm Status | Alarm Status | Lackdown |
00-00-10-2B: Area Door 01| [ 3
iﬂc-an-m-za: Area Door 02| &
|
|

Securing areas one at a time helps confirm that they are safe, but this does not stop lockdown.

@ Always confirm that someone has physically checked the area(s) before setting the area(s) as secure
in Atrium.

Lockdown Area Unsecured: Areas are unsecured by default and are potentially unsafe until they
have been physically checked to confirm safety.

Show All: Click to toggle between all doors or only doors on a specific module.
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CABS

The Cabs tab shows the list of elevator cabs currently under lockdown. Only cabs previously assigned in the
Lockdown Cab menu are shown.

Cabs

( Grant Access (Maintain Lockdown) ) [: 13 )

| Display Name: | Lockdown
A2-20-01-54: Elevator 01| | a .

iaz-ar:r-c-1-54: Elevator 02| | ﬂ .

Grant Access (Maintain Lockdown): Grant Access to allow a user to temporarily select elevator
cab floors during lockdown. After the Grant Access ends, Lockdown remains in effect. Note that this
option is selectable only if it is assigned in the Cab’s Lockdown rights.

Find: Type in several letters or a full name to filter and find a specific Cab.

USERS

The Users tab shows the list of all users in Atrium. User Code Lockdown and Login Lockdown rights are
also displayed (if they have been assigned).

Users

( Set User Location to Unknown _} |:: T )
Last Mame First Name | Location | Date & Time | User Code Lockdown Logirl Lockdown:
Unknown Unknown

ADMIMISTRATOR | USER Unknown | Unknown !’
TINSTAL_EFL USER Unknown [ Unknown & ! 'fj-g
:PRGGREkMMING LUSER Unknown | Unknown
“.d | 144

= Legend

ﬂ Start Lockdown 1 Grant Access (Maintain Lockdown)

l: Stop Lockdown ] =ﬂ Area Secured (Maintain Lockdown)
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EVENTS

The Events tab shows the list of all events related to Lockdown.

LANGUAGES

The Languages tab shows the list of available languages.

STOP LOCKDOWN

Click here to Stop Lockdown. A password may be required if the option has been set in the Lockdown
Configuration options.

o | Atrium - COWVI

,_,"5‘1, " Dashboard |

Rzlo@e O & |ockdown..

Lockdown || Monitoring || Languages ||

[T

. Events |
( ew Deta s) (L_J Access |@ (D Security |@ (D Alarms HE m@ (I_I Lackdown

j Date & Time Description Object Instigatar
[2017-12-21 14:25:52 | Lockdown started Area 00-00-10-28: Area Door 01 Lockdown
|2017-12-21 14:29:52 | Lockdown started Area: 00-00-10-2B: Area Door 02 Lockdown
!EG1?-12-21 14:29:52 | Lockdown started User: USER INSTALLER Lockdown

iEG'I?'-'IE—E'I 14:29:52 | Elevator lockdown started  [Cab: A2-20-01-54: Elevator 01, Floon
iEG'I?-'IE-E'I 14:2%:52 | Elevator lockdown started | Cab: A2-20-01-54: Elevator 02, Floor,
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ACCOUNTS

Accounts are used when a computer connects to different ATRIUM installations. Each account has two database
files; one for the configuration settings and one to store the system’s events. Typically, an installer creates a
separate account for each client site he may have.

Each account has two dedicated database files; one for the static entities (users, cards, schedules, input,
outputs, areas, tamper switches, etc.) and one for the events.

From the Accounts tab, click on the Accounts icon, and click on the Add button.

_.f?_ | Cashboard Hardware Advanced Configuration | Accounts |

5| @

Accounts| Impeort/Export {Offline)

(L Management |

| Accounts |
( Add ] ( Properties } ( Delete ) ( Backup } ( Restore ) (: Connect )
1 First Mame
covi

ADDING AN ACCOUNT

From the Accounts tab, click on the Accounts icon, and click on the Add button.

| X |

g& Account Creation

Account: “ |

|\ Save :l li Cancel :]

e Account: Identifies the account throughout the ATRIUM software. We recommend using a name
that is representative of the account.

DELETING AN ACCOUNT

To delete an existing account, select the account from the list and click on the Delete button. A dialogue
box will appear requesting confirmation. Deleting an account will erase the two database files related to this
account. The Default account cannot be deleted.
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BACKUP
Allows to backup the ATRIUM databases (entities and/or events) for the selected account.

From the Accounts tab, click on the Accounts icon, select an account from the list, and click on the Backup
button.

,g‘g_‘“”-‘-\k~ Backup

~ Entities Database File Path:

B Ch\Users\pparet\DocumentshAtrium Backupt\Default 20120420 095548, bak

~ Events Database File Path:

B Ch\Users\ppare\DocumentshAtrium Backuph\DefaultEvents 20120420 095548 bak

flollo] B

( oK ] | Cancel

To back up the database(s), select the database(s) that must be saved and select the path (if required). By
default, both databases (configuration and events) for the selected account will be saved to the default path.
Click on OK to back up the configuration on the selected drive.

RESTORE

Allows to restore the ATRIUM databases (entities and/or events) for the selected account from a backup.

From the Accounts tab, click on the Accounts icon, select an account from the list, and click on the Restore
button.

,j;i Restore

~ Entities Database File Path:

B ChUsers\ppare’\Documents\Atrium Backup',

0|

~ Events Database File Path:
- i . Y ==
B ChUsers\ppare\Documents\Atrium Backup', (o )

lq] [ Cancel ]

To restore the database(s), select the database(s) that must be restored and select the path (if required). By
default both databases (configuration and events) for the selected account will be restored from the default
path. Click on OK to transfer the databases to the controller module and sub-module(s).

CHANGE ACCOUNT

Allows you to connect to the selected account. Type the user login and password to connect.
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OFFLINE CONFIGURATION

Offline Programming allows you to import and export a database of users, cards and access levels. It also
allows you to add or modify Users, Cards, Holidays, Schedules, Access Levels and Access Level Groups without
being synchronized with a module.

STARTING OFFLINE MODE (LOGGED IN)

From the Accounts tab, click on the Accounts icon, and click on the Import/Export (Offline) button. Click
Yes in the popup window to move to offline programming.

_."f?_ Dashboard Hardware Advanced Configuration | Accounts |

(& ﬁ

Accounts |Import/Export (Offline)

| Management |

( Add) (F‘rﬂper'ties :} (_'“ ete ) ( Backup :} (Hesmre ] ( Connect )
| First Name

a’E-:?‘x Import/Export

You will now be moved to "Offline Programming” to import/export users and cards
Would you like to continue?
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STARTING OFFLINE MODE (LOGGED OUT)

Run the Atrium Software and select an account to login to. From the User Login window, check off the Offline
Programming option and click Login.

o | Atrium - COVI

S || Dashboard | Hardware Advanced Configuration Accounts

2@ it § B NBH(@E I 0. &

Users Cards || Holidays Schedules Areas Access Levels Access Level Groups || Doors Relay:

s Inputs Outputs || Cabs Floors Floor Levels|| Events F t English

_ Credentials || Access Configuration AL Control Cabs || Monitoring || Languages |

System Overview \I

( Froperties ) ( Delets ) ( Replace j (L‘;: oad Firmware ) ( Locate " ) ( Synchronize || ) ( ?ek:::) (F‘xec:c-'—: Factory Def

(: Exoand All ) ( Collapse All 1

'

s”;’-\f‘l User Login

User Mame: | admin

Password: | ****~ = ]|

Events CSync'nronlze all events v)

l: 1 Offline Pregramming )

( Cancel

| # | Hardware Alerts 1(+ Software Alerts ] ' Offline '/x. Login :]

CD'»"I| | | | ns | CAP
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IMPORT/EXPORT MENUS

Import/export options are useful for building a database and exporting an existing database. Only users, cards,
and access levels can be imported/exported.

Al Atrium - COVI
,fi " Cashboard | Accounts
TEY R TN
g, | e ' » e

@& B = G o B

Users Cards || Holidays Schedules Access Levels Access Level Groups || Import: Export Templates|| English
| Credentials | Access Configuration | Import/Export i@g@_&gﬁ_
| < Users
( Add ) ( Properties ) ( 1 )

Ensble | Last Name | First Name | Access Leveis Activation Date_| Expiry Date | PIN | System Login | synd
| A User Mew 2017-12-22 00:00 ] = Sync
. B |ADMINISTRATOR | USER Access Level Always 2000-01-01 00:00 & . Syng

W INSTALLER LUSER Access Level Always 2017-12-22 00:00 & = Syng
[ |PROGRAMMING (USER Access Level Programming | 2000-01-01 00:00 n ' Sync

Import: Click here to import a database. This database includes users, cards and access levels, as
well as holidays and schedules (if specified). The file format must be .csv, .xml, .txt or .xlIs and
follow a specific template (found by clicking on Templates).

Export: Click here to export a database. This database includes all information except for hardware,
areas, and doors. The file format is in .xml. Atrium will generate an Export Report showing what
entities were successfully exported.

ATRIUM Export Report @ cowvi

Export Summary

Quantity to Export Quantity Exported
Users: 4 4
Cards: 3 3
Holidays: 2 2
Schedules: 4 4
Accesslevels: 2 2

AccesslevelGroups: 1 1
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Templates: View import templates in .csv, .txt and .xls format. The sample template below shows
the way to enter information for best results.

A B C D E F G H
1 First_Name Last Name User_Code Card_Name Card_Format Card_Number Card_Hex_Number Access_Level_Id
2 John Doe " 11111 John Doe Card 26-bit 236:20469 ECAFFS " 2
3 Marc Doe r 22222 Marc Doe Card 30-bit 1348:33450 54482D2 r 2
4 Steve Doe i 33333 Steve Doe Card 44-bit i 1041257005055 F26FCOFFFF r 2
5 Brian Doe " 44444 Brian Doe Card AWIDS0-bit | 2029426423 78E696F7 | 2
6 Allan Doe " 53555 Allan Doe Card HID 37-bit 1592:370350 63B5ABAE " 2
7 Curtis Doe " 66666 Curtis Doe Card HID 40-bit 207:21573 CF3445 " 2
8 Ken Doe r TITT7 Ken Doe Card I0Prox XSF 39-bit 4987:58125 4987E30D r 2
9 George Doe " 8888 George Doe Card KeyScan 36-bit 198:33262 CG81EE " 2
10 Adam Doe r 99999 Adam Doe Card Track 2 i 4564654654656566 1037877B369030 " 2
11 Marvin Doe r 10101 Marvin Doe Card Universal r 516616586408084 1D5DC2C1E3094 r 2

Entering the Card Number or Card Hex Number is necessary to add cards.

DATABASE CONFIGURATION

Credentials and Access Configuration can be added and modified with an existing module offline or without
any module.

B | Atrium - COVI

N || Cashboard | Accounts

ofh [ § B Be B &

Users Cards || Holidays Schedules Access Levels Access Level Groups || Import Export Templates || English

| Credentials. || Access Configuration [ Import/Export || Languages |

/m
Coan) Coopene o)

Enable | Last Name | First Name Access Levels . Activation Date ...E!q;iiryDHEE...P!N System Login | Synd
R ADMIMISTRATOR | USER Access Level Always 2000-01-07 00:00 || ™ Syng
i |INSTALLER USER Access Level Always 2017-12-22 00:00 | W Syng
A PROGRAMMING |USER Access Level Programming | 2000-01-01 00:00 ] H Sync
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Any new entity added or modified in offline mode is highlighted.

(. Users
( Add ] ( Properties ] (-::' 1 )
| Enable | Last Mame First Name | Access Levels Activation Date | Expiry Date | PIN | System Login | Synd
B |User Mew Access Level Always 2017-12-27 00:00 O O Pend
B |ADMINISTRATOR | USER Access Level Always 2000-01-01 00:00 0 M Sync
W INSTALLER LSER Access Level Always 2017-12-22 00:00 0 v, Synic
R PROGRAMMING |USER Access Level Programming | 2000-01-01 00:00 I I Synic

Logging out and back into the account for normal configuration with the module displays this
window:

,j:’“_“ Offline Programming

Synchronize offline programming?
[Users, Cards...]

Yesg . Mo

Click Yes to accept these changes and merge them with the account database.

Click No and the specific entities will be highlighted and their Synchronization Status will show as
“Pending”.

If No is selected, the entities will remain pending in the database until they are deleted or Yes is
chosen on the popup window to synchronize them.
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6] Warranty - Terms & Conditions

The %5 Year Warranty” is offered by CDVI exclusively for CDVI products featuring the logo 5 Year Warranty”,
and supplied by authorized CDVI dealers participating in the offer. You can obtain the address of the local
authorized dealer participating in the offer by contacting CDVI or a local CDVI subsidiary. The “5 Year Warranty”
is only applicable to hidden defects detected during the lifetime of the product, as defined by the CDVI Group (5
years or 200 000 operations - whichever of the two expires first).

The "5 Year Warranty” conditions shall not modify the sales conditions between CDVI and its customers.

DURATION OF THE OFFER:

e This offer is valid from July 1st 2010; CDVI reserves the right to terminate this offer without prior
notice.

e However, any product already registered up to the date of withdrawal of the offer will remain
eligible for the “5 Year Warranty”.

e The warranty applies only to the available products mentioned in the above statement.

CONDITIONS :

¢ Hidden defects are guaranteed for an unlimited shelf life (period of time before use).

e To be eligible for the “5 Year Warranty”, the product must be registered at CDVI within one month
of its delivery to the end user, by completing in and returning back the “warranty” form by fax,
email or post to the local CDVI subsidiary. This information may also be registered on line at www.
cdvigroup.com.

e Only the issue of the "5 Year Warranty” certificate by CDVI can confirm product registration; CDVI
may not be held responsible in the event of loss or non-presentationof the form.

e The 5 Year Warranty” only applies to products installed by a skilled and experienced personal
with the necessary trade qualifications to install according to the highest standards, respecting
the standards, instructions and guidelines defined by CDVI and according to the maximum
recommended specifications.

e To enable CDVI to determine whether a product is eligible to claim for the “5 Year Warranty”,
after prior issue of a return of materials authorization number (RMA) by CDVI, the customer must
return the product and all of its accessories in the original packaging with a copy of its invoice. The
transport fees shall be paid by the customer and the package must be returned to CDVI or to a
CDVI authorized repair centre.

¢ Eligibility for the "5 Year Warranty” cover must be confirmed by CDVI.

e The "5 Year Warranty” only covers the replacement or repair of the parts acknowledged as faulty by
CDVI.

e CDVI reserves the right to respect its obligation by replacing the product or the parts acknowledged
as faulty by a standard part replacement or by a product or new parts, or by an updated or
improved version of the product with identical or similar functionalities.

¢ In respect of the applicable law, CDVI cannot be held responsible for material or immaterial
damages caused to goods or to third parties and as a direct or indirect result of the installation,
utilization, product faults or poor functioning of a device.

e The "5 Year Warranty” is non-assignable andnon-transferrable; only the person who registered the
aforementioned warranty may benefit from the warranty.

e The "5 Year Warranty” is limited to the eligible product and is strictly limited to the conditions in
effect on the date of purchase by the customer.
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NOT COVERED BY THE "5 YEAR WARRANTY":

e Any product which has undergone even the slightest modification or change;
¢ Any product which has been installed and/or used with any auxiliary device not supplied by CDVI;
e Any product which has been used for demonstrations or display;

e Any product or its elements considered as “consumables” such as fuses, lights and batteries for
example;

Failure or malfunctioning as a result of an accident, poor storage conditions, unsuitable assembly,
bad utilization or handling, poor maintenance, unsuitable repair or intervention.

Any call-out and installation fees (for assembly and dismantling) as well as transport costs (to and
from the repair centre) and maintenance fees.

THE INSTALLER’S RESPONSIBILITIES:

When registering the 5 Year Warranty on line, the installer is responsible for the information supplied. In case of
errors, the 5 Year Warranty will not be applicable.

HOW TO ORDER REPAIR PARTS
DEVANCO CANADA

19192 HAY ROAD, UNIT Q
SUMMERSTOWN, ON KOC 2EO

TOLL FREE: 855-931-3334

www.devancocanada.com

WHEN ORDERING REPAIR PARTS
PLEASE SUPPLY THE FOLLOWING INFORMATION:

v PART NUMBER
v DESCRIPTION
v MODEL NUMBER

Copyright (C) 2011-2018 CDVI. All rights reserved. ATRIUM Access Control is protected by copyright law and international
treaties. Unauthorized reproduction or distribution of this product, or any portion of it, may result in severe civil and criminal
penalties, and will be prosecuted to the maximum extent possible under law.

All other brand and product names are trademarks or registered trademarks of their respective companies.
The information contained in this publication is subject to change without notice.



